iIMPORTANT - Read instructions on reverse before completing this form) 


0MB NO. 3090-0049 


AGENCY INFORMATION 

SECURITY PROGRAM DATA 

1. PERIOD COVERED 

interagency report 

CONTROL NUMBER 



0230-GSA-AN 

2. DEPARTMENT. INDEPENDENT AGENCY OR ESTABLISHMENT 

13. CONTACT FOR ADDITIONAL INFORMATIO 

1 telephone no.) 

N (Name, office and 

U.S. Department of Transportation 

Lee A. Privett 


4. SENIOR OFFICIAL (Section S.3, E.O. 12356) 

Melissa A. Spillenkothen 

Assistant Secretary for Administration 

Deputy Director, Office of Security 
(202) 366-4677 


5. NUMBER OF ORIGINAL CLASSIFICATION AUTHORITIES 


A. TOP SECRET 

B. SECRET 

C. CONFIDENTIAL 

D. TOTAL 

0 

10 

_3__ 

_L3_ 

6. ADDITIONAL DECLASSIFICATION AUTHORITIES 

A. TOP SECRET 

B. SECRET 

C. CONFIDENTIAL 

D. TOTAL 

0 

0 

1 0 

1 _ 

0 


ORIGlNAL:=- '-t 


7. CLASSIFICATION 
DECISIONS 

DATE OR EVENT 

Ejja|MgiM 

DERIVATIVE-/, 

ThtGnt^' '<0 


(a) e- C> 

(b) ^ T 

A. TOP SECRET 

0 

0 

272 

B. SECRET . 

0 

3 


1 

C. CONFIDENTIAL 

_Q_ 

_1_ 



CASES FOR WHICH AGENCY IS RESPONSIBLE FOR FINAL DECISION 


D. IVIAINUM- 

TORY 

REVIEW 

CASES 
CARRIED 
OVER FROM 
PREVIOUS 
PERIOD 

NEW 

CASES 

RECEIVED 

DECLASSIFICATION DECISIONS 
(Report In catet, doeumente, andpagee) 

CASES 
CARRIED 
OVER TO 

NEXT 

PERIOD 

REQUESTS 

AND 

APPEALS 

GRANTED IN FULL 
«c> 

GRANTED IN PART 
Id) 

DENIED 

(a) 

(a) 

(b) 

CASES 

DOCS. 

pages! 

CASES 

1 DOCS. 

PAGES 

[cases 

1 DOCS. 

PAGES 

(f) 

A. REQUESTS 

23 

9 ,3^ 

20 

20 

11 ^ 

2 

1 

8 

1 

1 

6 

9 

B. APPEALS 

0 

■ 

0 

0 

1 

0 

0 

0 

B 

1 

6 

0'^ 


9. SYSTEMATIC REVIEW FOR DECLASSIFICATION ffnpa>e.> 


A. REVIEWED 

443 


B. DECLASSIFIED 

350 


SURVEYS, OR PROGRAM REVIEWS 

259 


11. NUMBER OF INFRACTIONS INVOLVING: 


A, OVERCLASSIFICATION 

B. UNDERCLASSIFICATION 

C. CLASSIFICATION WITHOUT 
AUTHORITY 

D. MISMARKING 

1 

3 

0 

14 


E. IMPROPER 
DESTRUCTION 

F. UNAUTHORIZED 

ACCESS 


H. IMPROPER 

REPRODUCTION 

1. IMPROPER 
TRANSMISSION 

J. OTHER (Elaborate 
under Item 12) 

6 

3 

m 

2 

26 

32 


12. REMARKS 

Item IIJ - Unable to locate documents during inventories. 


311-102 


STANDARD FORM 311 (REV. 4-83 
Prescribed by GSA/ISOO 
E.O. 12356 


































































AGENCY INFORMATION 
SECURITY PROGRAM DATA 


2. OePARTMENT, INOePENOeNT AGENCY OR ESTABLISHMENT 


U.S. Department of Transportation _ 

4. SENIOR OFFICIAL tS<ction 3.3, B.O. 13353) 

Melissa J. Spillenkothen 

cretarv for Administration 


(IMPORTANT • Read insxnjctions oa rawna be foie complering this farm) 


1. PERIOD COVERED 


OM8 NO. 3090^)049 





A. TOP SECRET 


A. TOP SECRET 


Oct 1, 1995 


3. CONTACT FOR AOOITIQNAL INFORMATION o/fiet and 

ttltphont no.) 

Lee A. Privett 

Deputy Director, Office of Security and 
Administrative Management 
Telephone (202) 366-4677 


7. CLASSIFICATION 
DECISIONS 


5. NUMBER OF ORIGINAL classification AUTHORITIES 


a. SECRET C. CONFIDENTIAL 


6. ADDITIONAL DECLASSIFICATION AUTHORITIES 


8. SECRET C. CONFIDENTIAL | O. TOTAL 



_ ORIGIN AL 1 

declassify in r EXEMPT FROM DECLASSIFICATION oSSIvativs 
10 YEARS OR LESS IN 10 YEARS OR LESS 

fa) _(b) Id 


A. TOP SECRET 


CASES 
CARRIED 
OVER FROM 
PREVIOUS 
PERIOD 


8. SECRET 


C. CONFIDENTIAL 


8. manda¬ 
tory 

REVie/V 

REQUESTS 

AND 

APPEALS 


A. REQUESTS 


B. APPEALS 


9. PAGES DECLASSIFIED 


A. flEVieWEQ 18. OECLA^SiFiEO 


10 \/ ^ 1,326 


29 _Q ^ O 11,416 


CASES FOR WHICH AGENCY IS RESPONSIBLE FOR FINAL DECISION 


06CLASSIFICAT10N 06C1SI0NS 
N0iV (Report In eatet, OoeumenU, and paate) 

CASES --- 

RECSIveo GRANTED IN FULL GRANTED IN PART DENIED 

(c) (dl (e) 

(bl CASES I OOCS. I PAGES [cases I DOCS. | PAGES [cASeS | OOCS. [PAGES 




CASES 
CARRIED 
OVSH TO 
NEXT 
PERIOD 



I 10. number of formal inspections, 

J SURVEYS, OR PROGRAM REVIEWS 


200 I 224 


11. NUMSER OF INFRACTIONS INVOLVING; 


A. overclassification 


E. IMPROPER 
OESTRUCTION 



STANDARD FORM 311 (REV. 4-33) 


































’ AUmoaZED FOR LOCAL RSPROOUCJION. PREVIOUS EOmON UNUSABLE 

I INTEHAGBICYHa>ORT 
CONTHOL NUMBER 

0230-NAR-AN 


AGENCY SECURITY CLASSIFICATION 
MANAGEMENT PROGRAM DATA 


1. FISCAL YEAR COVERED 


2. DEPARTMENT, INDEPENDENT AGENCY OR ESTABUSHMENT 3. CONTACT FOR ADDITIONAL INFORMATION (Name, omea aad 

telephone na) 


U.S. Department of Transportation 


4. SENIOR AGENCY OFFICIAL (Section S.6, EO. isasa) 

Melissa J. Spillenkothen 

Assistant Secretary for Administration 


Lee A. Privett, Acting Director 
Office of Security & Admin. Mgmt. 
Telephone: (202) 366-4677 


5. NUMBER OF ORIGINAL CLASSIFICATION AUTHORITIES 


A. TOP SECRET 

a. SECRET 

C. CONFIDENTIAL 

a TOTAL 

0 

9 

0 

9 1 


6. NUMBER OF CLASSIFICATION DECISIONS 


CLASSIFICATION 

LEVEL 

ORIGINAL CLASSIFICATION 

DERIVATIVE 

DECLASSIFY IN 10 YEARS 

OR LESS 

(a) 

EXEMPT FROM DECLASSIFICATION 

IN 10 YEARS 
(b) 

A TOP SECRET 

0 

0 

0 

a. SECRET 

0 

0 

3,165* 

C. CONRDENTIAL 

1 

0 

17,467* 


7. MANDATORY 
REVIEW 
REQUESTS 


A. REQUESTS 


B. APPEALS 


CASES 
CARRIED 
OVER FROM 
THE PREVIOUS 
PERIOD 


NEW CASES 
RECEIVED 


CASES 
CARRIED 
OVER TO 
NEXT 
PERIOD 


DECLASSIFICATION DECISIONS 
(Report in pages) 


GRANTED IN 
FUU 


GRANTED IN 
PART 


DENIED 



3. PAGES DECLASSIFIED: AUTOMATIC DECLASSIRCATION AND 
SYSTEMATIC REVIEW FOR DECLASSIFICATION 
(Sections 3.4 and 3.S of EO 129S8) 

142 

9. INTERNAL AGENCY OVERSIGHT 

Number of Formal Inspections, Surveys, or Program Reviews 

_ ill ____ 

10. EXPLANATORY COMMENTS 

(Use this space la elaborate on any section of this form. If mare space is needep, use a blank sheet(s) of paper and attach to form.) 

* The increase in derivative classification 

is attributed to an increase in the number 

of classified operations in which the U.S. 

Coast Guard participated during FY 97. 

_ 1 



NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 


STANDARD FORM 311 (REV. S47) 
Pr»»eflb 0 d by NAHA/ISOO 
32 CFR 2001 .SO E.0.12958 












































Mrrucacsn fcr lccm, REPRcaucnaN. Pfisvicus ssmcM ^ 

INJinAGENCY ae?QR7 

(IMPQFiTANT—Read inatrucdara an ravene befora completing ttiia form) cgnthcl NUMsea 

Q230-NAH.AN 


AGENCY SECURITY CUSSIFICATION 
MANAGEMENT PROGRAM DATA 


1. FISCAL YEAfl CCVEflEI 
1998' 


2. oePAfTTMENT, INOSPeNOejfT AGSNCY OH SSTAHUSHMENT 3. CONTACT FOR AOOmONAL INFORMATION (Nmt. amca am 

tal»pnon» no.) 


U.S. Department of Transportation 


4. sSNtOfl AGENCY QFFICtAL [SmsKni s.a, £a rasss; Management 

Melissa J. Allen 

Assistant Secretary for Administration Telephone: 202 366-4689 


Lee A. Privett, Deputy Director 
Office o.f Security and Administrative 
Management 


A. TCF SECRET 

0 


5. NUMBER OF ORIGINAL CLASStFICATION AUTHORmES 


a SECRET 


C CONHOENTIAL 
0 


a TOIAL 


8. NUMBER OF CLASSIFICATION DECISIONS 


CtASSIFICATTON 

LEVEL 


ORIGINAL CLASSIFICAnaN I 

DEOASSIFY IN 10 YEARS 

EXEMPT FROM DEOASSIFICATICN 

OH LESS 

IN lOYEARS 

(ai 

(«l> 


-T^ 


oaaivxnvE 


A. TOP SECRET 


a SECRET 


a confidential 



7. VIANOATOHY 
REVIEW 
REQUESTS 

CASSS 

NEW CASES 
RECSIVS3. 

(SI 

CASES 

CARRIED 

OVER TO 

NEXT 

PERIOO 

(cl 

DECLASSIFICATION DEOSlCNS 
(Report in papas) 

OVER FROM 

THE PREVIOUS 
PS^IOO 

(«) 

GRANTS] IN 
HJU 

(F) 

(SUNrEDlN 
. RAHT 

(•> 

OENia] 

« 

K RECUESTS 

0 

0 

0 

0 

0 

0 

a APPEALS 

0 

0 

0 

0 

0 

0 


& MGeSOeCLASSiraO: AUTOMATIC OeCLASSlRCAT»NANO K INTZRNALAGOiCyOVERSiGHr __ 

SYSTEMATIC REVIEW FOR OeCLASSmCATUN Numhw o< ForniM ImyMCtlQiis, Survvya or Frosm Ra^^ 

(S«etiQ«ta 3A and 3J o< EO 12M«) 


1,100 




10. EXPLANATORY COMMENTS 

onanf aacSan of VHa tarn. If man space a naeOmiuae* blank pape r and attaet! atm) 



N/mONAL ARCHIVES ANQ RSCOnOS AOMWiSTRKnON 


nuoAia Faw 

jaCFRaooiJO taiaw 






































{IMPORTANT - Read instructions on reverse before completing this form) 


AGENCY SECURITY CLASSIFICATION 
MANAGEMENT PROGRAM DATA 


INTHRAGENCY REPORT 
CONTROL NUMBER 

0230-NAR-AN 


1. FISCAL YEAR COVERED 

1999 


2. DEPARTMENT, INDEPENDENT AGENCY OR ESTABLISHMENT 

U.S. Department of Transportation 

3.CONTACT FOR ADDITIONAL INFORMATION (Name, office, and telephone no.) 

Richard B. Thompson 

4. SENIOR AGENCY OFFICIAL (Section 5.6, E.O. 12958) 

Melissa J. Allen 

Assistant Secretary for Administration 

Management (202) 366- 

-4678 

1 5. NUMBER OF ORIGINAL CLASSIFICATION AUTHORITIES | 

A. TOP SECRET 1 

0 

B. SECRET 

9 

_1 

C. CONFIDENTIAL 

0 

D. TOTAL 

9 

1 6. NUMBER OF CLASSIFICATION DECISIONS 


CLASSIFICATION 

LEVEL 

1 ORIGINAL CLASSIFICATION | 

DERIVATIVE 

DECLASSIFY IN 10 YEARS 

OR LESS 

(a) 

EXEMPT FROM DECLASSIFI¬ 
CATION IN 10 YEARS 

(b) 

A. TOP SECRET 

0 

0 

22 

B. SECRET 

0 

0 

1634 

C. CONFIDENTIAL 

0 

0 

17990 


CASES 
CARRIED 
OVER FROM 
THE PREVIOUS 
PERIOD 
(a) 


NEW CASES 
RECEIVED 


7. MANDATORY 
REVIEW 
REQUESTS 


A. REQUESTS 


B. APPEALS 


8. PAGES DECLASSIFIED: AUTOMATIC DECLASSIFICATION AND SYSTEMATIC 
REVIEW FOR DECLASSIFICATION (Sections 3.4 and 3.5 of EO 12958) 


CASES 
CARRIED 
OVER TO 
NEXT 
PERIOD 
(0 


DECLASSIFICATION DECISIONS 
(Report in pages) 



DENIED 

(f) 


0 


9. INTERNAL AGENCY OVERSIGHT 
Number of Formal Inspections, Surveys, or Program Reviews 


2 documents, 17 pages 


automatic 


10. EXPLANATORY COMMENTS 

(Use this space to elaborate on any section of this form. If more space is needed, use a blank sheet(s) of paper and attach to 



NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 


AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition Is unusable 


STANDARD FORM 311 (REV.7-97) 
Prescribed by NARA/ISOO 
32 CFR 2001.60 E.O. 12958 















































(IMPORTANT - Read instructions on reverse before completing this form) 


AGENCY SECURITY CLASSIFICATION 
MANAGEMENT PROGRAM DATA 


interagency report 
CONTROL NUMBER 

0230-NAR-AN 


1. FISCAL YEAR COVERED 
2000 


2. DEPARTMENT, INDEPENDENT AGENCY OR ESTABLISHMENT 

U. S. Department of Transportation 


4. SENIOR AGENCY OFFICIAL (Section 5.6, E.O. 12958) 

Melissa J. Allen 

Assistant Secretary for Administration 


3. CONTACT FOR ADDITIONAL INFORMATION (Name, office, and telephone no.) 

Richard B. Thompson 

Office of Security and Administrative Mgmt. 
202-366-4678 


5. NUMBER OF ORIGINAL CLASSIFICATION AUTHORITIES 


A. TOP SECRET 

0 

B. SECRET 

9 

C. CONRDENTIAL 

0 

_1 

D. TOTAL 

9 

1 6. NUMBER OF CLASSIFICATION DECISIONS | 

CLASSIFICATION 

LEVEL 

1 ORIGINAL CLASSIFICATION | 

DERIVATIVE 

DECLASSIFY IN 10 YEARS 

OR LESS 

(a) 

EXEMPT FROM DECLASSIFI¬ 
CATION IN 10 YEARS 

(b) 

A. TOP SECRET 

0 

0 

15 

B. SECRET 

6 

0 

2641 

C. CONFIDENTIAL 

1 

0 

5822 


CASES 

7. MANDATORY CARRIED 

REVIEW OVER FROM NEW CASES 

REQUESTS THE PREVIOUS RECEIVED 

PERIOD 

(a) (b) 


A. REQUESTS 0 


B. APPEALS 


CASES 
CARRIED 
OVER TO 
NEXT 
PERIOD 
(0 




DECLASSIFICATION DECISIONS 
(Report in pages) 


GRANTED IN 
FULL 



8. PAGES DECLASSIFIED; AUTOMATIC DECLASSIFICATION AND SYSTEMATIC 19. INTERNAL AGENCY OVERSIGHT 
REVIEW FOR DECLASSIFICATION (Sections 3.4 and 3.5 of EO 12958) I Number of Formal Inspections, Surveys, or Program Reviews 


10. EXPLANATORY COMMENTS 

(Use this space to elaborate on any section of this form. If more space is needed, 

use a blank sheet(s) of paper and attach to 

Compared with previous reports, the U.S. Coast Guard had 

a decline in Confidential 

derivative decisions as a result of an in-depth review. 

A classification review by 

the Information Security Oversight Office revealed a possible duplication of derivative 

decisions in previous reports. 




NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 


AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 


STANDARD FORM 311 (REV, 7-97) 

Prescribed by NARA/ISOO 
32 CFR 2001.60 E.O. 12958 






















































(IMPORTANT - Read instructions on reverse before completing this form) 


AGENCY SECURITY CLASSIFICATION 
MANAGEMENT PROGRAM DATA 


INTERAGENCY REPORT 
CONTROL NUMBER 

0230-NAR-AN 


1. FISCAL YEAR COVERED 


2. DEPARTMENT, INDEPENDENT AGENCY OR ESTABLISHMENT 


13. CONTACT FOR ADDITIONAL INFORMATION (Name, offipe, and telephone no.) 


Richard B. Thompson 

Office of Security and Administrative Management 
202-366-4678 


U.S. Department of Transporation 


. SENIOR AGENCY OFFICIAL (Section 5.6, E.O. 12958) 

Melissa J. Allen 

Assistant Secretary for Administration 


5. NUMBER OF ORIGINAL CLASSIFICATION AUTHORITIES 


A. TOP SECRET B. SECRET C. CONFIDENTIAL 

0 4 3 


6. NUMBER OF CLASSIFICATION DECISIONS 


ORIGINAL CLASSIFICATION 


CLASSIFICATION 

LEVEL 


A. TOP SECRET 


B. SECRET 


C. CONFIDENTIAL 


DECLASSIFY IN 10 YEARS 
OR LESS 


EXEMPT FROM DECLASSIFI¬ 
CATION IN 10 YEARS 




7. MANDATORY 

CASES 

CARRIED 

NEW CASES 
RECEIVED 

(b) 

CASES 

CARRIED 

DECLASSIFICATION DECISIONS 
(Report in pages) 

REVIEW 

REQUESTS 

OVER FROM 
THE PREVIOUS 
PERIOD 
(a) 

OVER TO 
NEXT 
PERIOD 
(0 

GRANTED IN 
FULL 

(d) 

GRANTED IN 
PART 

(e) 

DENIED 

(f) 

A. REQUESTS 

0 

0 

0 

0 

0 

0 

B. APPEALS 

0 

0 

0 

0 

0 

0 


S PACES DECLASSIFIED: AUTOMATIC DECLASSIFICATION AND SYSTEMATIC 
REVIEW FOR DECLASSIFICATION (Sections3.4 and 3.5 of EO 12958) 


9. INTERNAL AGENCY OVERSIGHT 
Number of Formal Inspections, Surveys, or Program Reviews 

21 inspections; 1 Administrative Incident Inquiry 


10. EXPLANATORY COMMENTS 

(Use this space to elaborate on any section of this form. If more space is needed, use a blank sheet(s) of paper and attach to 


Information is processed on the following systems; Word Processing, E-mail, messaging. 


Specific systems are as follows: Intelink, CTLink, Siprnet, and Anchory 



NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 


AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 


STANDARD FORM 311 (REV. 7-97) 
Prescribed by NARA/ISOO 
32 CFR2001.60 E.O. 12958 



















































INTERAGENCY REPORT 
CONTROL NUMBER 


(IMPORTANT - Read instructions on reverse before completing this form) 


AGENCY SECURITY CLASSIFICATION 
MANAGEMENT PROGRAM DATA 


0230-NAR-AN 


1. FISCAL YEAR COVERED 


2. DEPARTMENT, INDEPENDENT AGENCY OR ESTABLISHMENT 

U.S. Deoartment of Transporation 


. SENIOR AGENCY OFFICIAL (Section 5.6, E.O. 12958) 

Melissa J. Allen 

Assistant Secretary for Administration 


. CONTACT FOR ADDITIONAL INFORMATION IName, office, and telephone no.) 

Richard B. Thompson 

Office of Security and Administrative Management 
202-366-4678 


5. NUMBER OF ORIGINAL CLASSIFICATION AUTHORITIES 

A. TOP SECRET 

B. SECRET 

C. CONFIDENTIAL 

D. TOTAL 

0 

10 

i 

o| 

10 

6. NUMBER OF CLASSIFICATION DECISIONS 


1 ORIGINAL CLASSIFICATION | 


CLASSIFICATION 

DECLASSIFY IN 10 YEARS 

EXEMPT FROM DECLASSIFI- 

DERIVATIVE 

LEVEL 

OR LESS 

CATION IN 10 YEARS 



(a) 

(b) 


A. TOP SECRET 

0 

0 

208 

B. SECRET 

6 

1 

4490 

C. CONFIDENTIAL 

0 

0 

10196 



CASES 


CASES 

1 DECLASSIFICATION DECISIONS 

7. MANDATORY 

CARRIED 


CARRIED 


(Report in pages) 


REVIEW 

OVER FROM 

NEW CASES 

OVER TO 




REQUESTS 

THE PREVIOUS 

RECEIVED 

NEXT 

GRANTED IN 
FULL 

GRANTED IN 
PART 

DENIED 


PERIOD 


PERIOD 





(a) 

(b) 

!c) 

(d) 

(e) 

(f) 

A. REQUESTS 

0 

0 

0 

21 

3 

3 

B. APPEALS 

0 

0 

0 

0 

0 

_ Qi 


8. PAGES DECLASSIFIED; AUTOMATIC DECLASSIFICATION AND SYSTEMATIC 
REVIEW FOR DECLASSIFICATION ISeotions3.4 and 3.5 of EO 12958) 

0 


9. INTERNAL AGENCY OVERSIGHT 
Number of Formal Inspections, Surveys, or Program Reviews 

192 inspections; 1 Administrative Incident Inquiry 


10. EXPLANATORY COMMENTS 

(Use this space to elaborate on any section of this form. If more space is needed, use a blank sheet(s) of paper and attach to 


The increase in the number of derivative classification decisions is due to an increase in activity the terrorist events of 


September 2001, and in some cases because of more accurate reporting. The increase in the number of oversight 


inspections resulted from improved reporting procedures. 



NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 


AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 


STANDARD FORM 311 (Rev. 7-97) 

Prescribed by NARA/ISOO 
32 CFR2001.60 E.O. 12958 
























































(IMPORTANT - Read instructions on reverse before completing this form) 

INTERAGENCY REPORT 

CONTROL NUMBER 

0230-NAR-AN 

AGENCY SECURITY CLASSIFICATION 

MANAGEMENT PROGRAM DATA 

1. FISCAL YEAR COVERED 

2003 

2. DEPARTMENT, INDEPENDENT AGENCY OR ESTABLISHMENT 

U.S. Department of Transporation 

3. CONTACT FOR ADDITIONAL INFORMATION (Name, office, and telephone no.) 

Richard B. Thompson 

Office of Security 

202-366-4678 

4, SENIOR AGENCY OFFICIAL (Section 5.6, E.O. 12958) 

Vincent T. Taylor 

Assistant Secretary for Administration 

5. NUMBER OF ORIGINAL CLASSIFICATION AUTHORITIES 

A. TOP SECRET 

0 

B. SECRET 

7 

C. CONFIDENTIAL 

3 

D. TOTAL 

10 

6. NUMBER OF CLASSIFICATION DECISIONS 

CLASSIFICATION 

LEVEL 

ORIGINAL CLASSIFICATION 

DERIVATIVE 

DECLASSIFY IN 10 YEARS 

OR LESS 

(a) 

EXEMPT FROM DECLASSIFI¬ 
CATION IN 10 YEARS 

(b) 

A. TOP SECRET 

0 

0 

254 

B. SECRET 

0 

0 

28 

C. CONFIDENTIAL 

0 

0 

0 

7, MANDATORY 
REVIEW 
REQUESTS 

CASES 
CARRIED 
OVER FROM 
THE PREVIOUS 
PERIOD 
(a) 

NEW CASES 
RECEIVED 

(b) 

CASES 
CARRIED 
OVER TO 
NEXT 
PERIOD 
(0 

DECLASSIFICATION DECISIONS 

(Report in pages) 

GRANTED IN 
FULL 

(d) 

GRANTED IN 
PART 

(e) 

DENIED 

(f) 

A. REQUESTS 

0 

0 

0 

0 

0 

0 

B. APPEALS 

0 

0 

0 

0 

0 

0 

8. PAGES DECLASSIFIEC 
REVIEW FOR DECLAS 

: AUTOMATIC DECLASSIFICATION AND SYSTEMATIC 

SIFICATION (Sections3.4 and3.5 of EO 12958) 

24 

9. INTERNAL AGENCY OVERSIGHT 

Number of Formal Inspections, Surveys, or Program Reviews 

76 

10. EXPLANATORY COMMENTS 

(Use this space to elaborate on any section of this form. If more space is needed, use a blank sheet(s) of paper and attach to 

This year's statistics are significantly lower because of the transfer of the U.S. Coast Guard and the 

Transportation Security Administration to the Homeland Security Department. 







NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 


AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 


Prescribed by NARA/ISOO 
32CFR2001.60 E.O. 12958 


















































DRAFT UriAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRA. . DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DR,., f DRAFT 


DRAFT 

AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be unclassified and typewritten, and reach the Information Security Oversight Office (ISOO) no later than November 15 following the reporting penod.) 


PART 




1. Enter the Fiscal Year that this report covers. 
FY 2004 


2. Identify the Department, Independent agency or establishment that is covered by this report. 

U.S. Department of Transportation 


3. Enter the name, title, address, phone, fax. and email address of the Senior Agency Official (as defined in EO 12958, as amended. 

Section S.4(d)) responsible for this report. 

Vincent T. Taylor, Assistant Secretary for Administration, US Dept of Transportation, 400 Seventh St. 
SW, Washington, DC 20590; 202-366-2332, fax 202-3666-7211; vincent.taylor@ost.dot.gov 


4. Enter the name, title, phone, fax and email address for the point-of-contact responsible for answering questions about this report. 

Richard T. Thompson, Associate Director for Security Policy, 202-366-4678, fax 202-493-2006, 
richard.thompson@ost.dot.gov 


. ':r 

i ■' 

% 

5 . 

0 


6 . 

7 


7 . 

0 





5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

7. Enter the number of agency officials whose highest level of original clas^cation authority is CONFIDENTIAL. 

8. Total number of officials with original classification authority. (Sum of blocks 5,6, & 7) 






OTiid ;"i 


followiiiii conditions: (f > It ww classified by an (2) |beirir)*^J^ Is pyWed bif.-^produoiBe^or.^ 

the United SWesGwammenlS^) »"tals fotoSiaaltfone «Hi^oHes#imdlh;Sab«»:i.3i of 

rsasonabiy be expected to msufi fo damage to thejlifkinil iiacu,%.'P’R9Vlcfo;lr4c|]jma(Wi^m 

diaaemlnafien Of leten^foa^eqaftlftaa:o^Utemedte:-Oom*ebuTkwpiOduel»^teorooplee.1^^^-:::-^>^■.fl:vl:-'^'-^ 


9. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification 
instructions of 10 years or less. 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 

11 . Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10) 

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions of 10 years or less. 

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 

18. Total number of original classification decisions. (Sum of blocks 11,14, & 17) 


0 


10 . 


0 




12 . 


13. 


1A 




15. 


16. 


' ^ 'Q 


% I “ • ,131. *-*£ > V 


Oeryative dbsaAcatkMi Is the Incoipon 
on dMsincation ouxles br other source t 


:PA(^p:!D^vajtiv«9liai9ific^bn DecisioAfr 

phray^, testaUnO) orgenteetti^ lrt;<^ forrn kifortnaliorrltist te^abeady (itessifted 
»rftjJf£Ms|bfeJndode_dejtwdjve_ctej^2|c^on_Jrtofwjn^ab^_2ntmcJor8;__;v__^ 


’:'«v' 


19. Enter the number of derivative TOP SECRET classifications during the reporting period. 

20. Enter the number of derivative SECRET classifications during the reporting period. 

21. Enter the number of derivative CONFIDENTIAL classifications during the reporting period. 

22. Total number of derivative classification decisions. (Sum of blocks 19,20, & 21) 


19. 


20. 

15 

21. 

0 I 

72 . 



15 
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DRAFT L..AFT DRAFT DRAFT DRAFT DRAFT DRAFT DRA. . DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DR,.. f DRAFT 


DRAFT 


1 . Enter the Fiscal Year that this report covers. 

FY 2004 

2. Identify the Department, Independent agency or establishment that is covered by this report. 

U.S. Department of Transportation 

1 PART E: Mandatory Oeclassifteatidn Review ReqU9^:|ind Appeals ■ ( 

A.ft'requesr Is an indIvfciuaT review request dr appeal! leganSera of huml^ of documents or pages to be reviewed ae part of the request 
aepott only requests fgr<yoii| agency in vs4ilch your agency Is responsible for fhe fli^l decision, pte^ provide an explanation (i^Pait 1 betovy 

wherethenumberofrequasteorapoeal carTledfofWard betweenrPeriodS chariqes. ; 5 T • ' 

23. Enter the number of requests carried over from the previous reporting period. 

23. 

0 

24. Enter the number of new requests received during the reporting period. 

24. 

0 

25. Enter the number of requests carried over to the next reporting period. 

25. 

0 

26. Enter the number of appeals carried over from the previous reporting period. 

26. 

0 

27. Enter the number of new appeals received during the reporting period. 

27. 

0 

28. Enter the number of appeals carried over to the next reporting period. 

28. 

0 

•'"■’T-'-’v' ^.!'■■'-:^:x^;;f■;.PARTF^=M^^waa|b^V■^Declawiffcatlon;Rsylew.^}9dl8k>n8Jn'^ . . ^ 

f !■ 


29. Enter the number of requested pages that were declassified In full. 

29. 

0 

30. Enter the number of requested pages that were declassified In part. 

30. 

0 

31. Enter the number of requested pages that were denied declassification. 

31. 

0 

32. Total number of requested pages acted on. (Sum of blocks 29, 30, and 31) 

w, 


33. Enter the number of appealed pages that were declassified In full. 

33. 

0 

34. Enter the number of appealed pages that were declassified In part 

34. 

0 

35. Enter the number of appealed pages that were denied declassification. 

35. 

1 

\ 

0 _ 1 

36. Total number of appealed pages acted on. (Sum of blocks 33,34, & 35) 



: ’'PART6fAutomMlc;DecIai8lflcrtionartdSyst«wflfc;l^vl«w-.'^ 



37. Enter the number of pages reviewed during the reporting period that were subject to declassification under 

Sections 3.3 & 3.4, E012958, as amended. 

37. 

23 

38. Enter the number of pages declassified under Sections 3.3 & 3.4, EO 12958, as amended. 

38. 

15 

JO' i, PART^Rt’hrtsrihalAgsncyOi^rsIgiit r-> y ..-f.r 


39. Enter the number of inspections, surveys, or program reviews, covering any aspect of the security classification program, 
completed during the reportng period. 



40. Enter the number of internal challenges processed by your agency to the classification of information believed to be 
improperly classified or unclassified. (See EO 12958 as amended. Section 1.8) 

40. 

0 





Use this space to elaborate on any section of this form. If more space is needed, provide them as an attechmentto this form. 


Please note that we have dropped three Confidential Original Classification Authorities since last 
year. Also, upon further review of the SF 311 instructions, we did not report any TOP SECRET 
derivative classification decisions this year because all of the documents produced were of a 
working paper nature, and not finished products for dissemination or retention. If you have any 
questions please call Richard Thompson at 202-366-4678, or David Meade at 202-366-8891. 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Si*mtajioriamuslbojjndassjfledandjj2«»4iJ]enj_and^reaohJheJntatinalianSBcuri^_^«rsl2jtOt^^ 


1 ■■HUHHBMMlinBIIIIBI 4 WM T- 1 ITI IT (TTT<’PTIlBHHNIffliiHBBaiHBHnnHM 

1. Enter the Fiscal Year that this report covers. 

2005 

2. .identify the Department, Independent agency or Estedilishmant that is covered by this report. 

Department of Transportation 

3. Enter the name, title, address, phone, fax, and email address of the Senior Agency Official (as defined in EO 12958, as amended. 

Section 5.4(d)) responsible for this report. 

Ms. Linda J. Washington, Acting Assistant Secretary for Administration ( M-1), US Department of Transportation, 400 Seventh 
St.. SW. Washington. DC 20590 Phone; 202-366-2332, fax: 202-366-2191 

4. Enter the name, title, phone, fax and email address for the point-or-centael responsible for answering questions about this report. 

David Meade, Security Specialist, phone 202-366-8891, fax 202-493-2006, 
david.meade @ dot.gov 

PART B: Official*: with Original ClaasMcattoni.Authidrtty ..: 

5. Enter the number of agency officials whose highest level of original ciassificalion authority is TOP SECRET. 

5. 

0 

6. Enter the number of agency officials whose highest level of original ciassificalion authority is SECRET. 

6. 

7 

7. Enter the number of agency officials whose highest level of original dasalflcation authority is CONFIDENTIAL. 

7. 

0 

B. Total number of officials with original ciassificalion authority. (Sum of blocks 5,6, A 7) 

11 

mm 

•<i)i(tglr^.dlis»lteiWlbn:bsh|nNal’dei5hiflMaUahlttai:lfai>lritemteiii>ri:liiP»''clMi^^ 

condHlwiiKil) Itwss ilsitffisil bySn ortglBadesslllcallairsiilhc^ (jlttiskifiainaBiiii ii tfiijhiiijf fy^ produq*^ gudsf Mieconmiliof tie Unliwi States ■ / 

ttbiAimiiisng (3);k Mii mosf isait DiHl of ihs'eiiewadM ibund jri.BedlDii 14 of CO tiis^! M'sineridsiS arid; (4) iwieitllailxedidliHkisBmixiuid 1 ^^ - 

Sigiei^ini<uiia^!fti1si»W(il*:'t3.lti»netfaosl.«ecii>lty. [PIONii^ iniisrriiidpnanVdhtiMAiK 

'’iMartBauidUi4riiajia:D6:iial'aaunt’niDcoduciiainiioriidDl&i:''v:' v=;-V' : 'r:: 

9. Enter the number of original TOP SECRET ciassificalion decisions made durkig the reporting period with dtclassIficBlIon 
InstrucUons of 10 years or lass. 

9. 

0 

10. Enter lha number of original TOP SECRET ciassificalion dedsions made during the reporting period with dsclassiflcatlon 
instruclions ranging fram ever 10 years to 25 years. 

10. 

0 

11. Total number of TOP SECRET original dasslficallon dedsions. (Sum of blocks 9 & 10) 


0 

12. Enter the number of original SECRET classificBtion dedsions made during the reporling period wilh declaaslflcallon 
InstrucUons of 10 years or less. 

12. 

0 

13. Enter the number of original SECRET dassification decisions mads during the reporting period with declassincation 
instructions ranging from over 10 years to 25 years. 

13. 

0 

14. Total number of SECRET original ciassificalion dedsions. (Sum of blocks 12 & 13) 

H 

m 

15. Enter the number of orfgfnat CONFIDENTIAL dassification decisions made during the reporling period with 
declassification Iruiruetions of 10 years or laae. 

15. 

0 

16. Enter Ihe number of original CONFIDENTIAL classification decisions made during the reporting period with 

declassification Inatructions ranging from ovar 10 yaars to 25 years. 

16. 

0 

17. Total number of CONFIDENTIAL original dassification dedsnns. (Sum of blocks 15 & 16) 


mu 

18. Total number of original dassification decisions. (Sum of blocks 11,14, & 17) 

H 

n 

PART D; DarivativaCiaasIficatlon Decisions 

DerIvailw elaitWcation H vie InoorpcraUng, parsphiednei leslstkig, er esnaraUnB M new tomi infonnelbn thet.ii eireedy deecHled. This kidudee clet«aratinn bescd 
on cteseViEBtion guides or other iouice decunients, IPTovkle kitonreUen only on derlwtlve deuMcallon decUons oxitainM In finWied products Ibr dleaeminefian or 
laterillon. raosnlleee of the madle. Do not count monxtucVont or cooies.l 

19. Enter the number of derivetive TOP SECRET dassificatlons during the reporting period. 


1 

20. Enter Ihe number of derivative SECRET classifications during the reporting period. 


mm 

21. Enter the number of derivative CONFIDENTIAL dassificallons during the reporting period. 

21. 

22. Total number of derivative classification decisions. (Sum of blocks 19,20, & Zt) 

22. 

14 
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PJUti: G; AlitPiWilfe 


37. Enter the number of pages raviewad during tha reporting period that warn subject to declassification under 
Sections 3.3 & 3.4, E0129S8, as amended. 

38. Enter the number of pages dsclaselflad under Sections 3.3 & 3.4, EO t2958, as amended. 


39. Enter the number of inspections, surveys, or program reviews, covering any aspect of the security classification program, 
compteted during the reporting period. 


40. Enter the number of challenges processed by your agency lo the classificallon of information believed to be improperly 
classified or unclassified. (See EO 129S8 as amended, Seclion 1.8) 


25. 

0 

26. 

0 


Enter the Fiscal Year that this report covers.. 

2005 

Identify the Department, Independent agency or aalabiishment that is covered by this report. 

Department of Transportation 


P^TC: Mandatory .D#.dBStlfie«tibn Review Rt^iiuts and Appeals;;';.. 

A 'ipqii^ ls wi.IndlviduarnMew raqgs^ or app^, ragafcHew of ttie numbsr of docunMrnta dr pegin to be retitowad as j^rt, rsquast :! 

Report only ratjuasbiibr ^r agpncy iri ydiicih'ypw apan^ M iiepoiMbto fer 1^ 0^^ i baloisr : 

wtiam Hm nurnbi^ of .riiiqubatB or adpeato (tonied toMrii bdMaen'rebof^ periods ' 


23. Enter the number of requeeia carried over firom the previous reporting penod. 

24. Enter the number of new raqueste received during the reporting period. 

25. Enter the number of requests carried over lo the next reporting period. 

26. Enter the number of appeals carried over fmm the previous reporting period. 

27. Enter the number of new appeals received during the reporting period. 

28. Enter the number of appeals carried over lo the next reporting period. 


PARTF; ManditeHfDt^aiultlcatton RtvIawOafdal^^ 


29. Enter the number of requested pages that were declassified in ftill. 

30. Enter the number of requested pages that were declassified in part. 30. 

31. Enter the number of requastad pages that were denied declassificallon. 31. 

32. Total number of requested pages acted on. (Sum of blocks 29. 30, and 31) .It,-,-, 

0 

33. Enter the number of appealed pages that were declassifiad In full. 33. 

34. Enter the number of appealed pages that were dedassiried in part 34. 

35. Enter the number of appealed pages that were denied dectassiflcatlon. 35. 

36. Total number of appealed pages acted on. (Sum of blocks 33,34. & 35) ,31. . , • 




Uaa Ihis space lo alabomla on any saclion of Ibis form. If mata specs is nsadsd, provide as an abachmant lo Ibis fom. Provide explanalians for any slgnifkanl 
ehangam In irandsTnumbars fiom Ibm previous year's raporl, _ 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be unclassifled and typewritten, and reach the Information Security Oversight Office (ISOO) no later than November 15 followina the reporting period.) 


1. Enter the Fiscal Year that this report covers. 
2006 


2. Identify the Department, Independent agency or Establishment that is covered by this report. 

U. S. Department of Transportation 


3. Enter the name, title, address, phone, fax, and email address of the Senior Agency Official (as defined in EO 12958, as amended. 

Section 5.4(d)) responsible for this report. 

Ms. Linda J. Washington, Acting Assistant Secretary for Administration (M-1), U.S. Department of 
Transportation, 400 Seventh St., SW, Washington, DC 20590 Phone: 202-366-2332, Fax: 202-366-2191 


4. Enter the name, title, phone, fax and email address for the point-of-contact responsible for answering questions about this report. 

Margaret L. Rose, Ciassified Information Security Specialist, Phone: 202-366-9524, Fax: 202-366- 
2006, e-mail: margaret.rose@dot.gov 


m PART B: <MRciki(i;With Otidfhai Ctasslfli^ailon Autho 


5. Enter the number of agency officials whose highest level of onginal ciassmcation authonty is TOP SECRET. 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

7. Enter the number of agency officials whose highest level of original ciassltication authority Is CONFIDENTIAL. 

8. Total number of officials with original classification authority. (Sum of blocks 5,6, & 7) 





9. Enter the number of original TOP SECRET classification decisions made during the reporting penod with declassification 9. 
instructions of 10 years or less. 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification 10. 
instructions ranging from over 10 years to 25 years. 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10) 

12. Enter the number of original SECRET classification decisions mads during the reporting period with declassification 
instructions of 10 years or less. 

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification Instructions of 10 years or less. 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 

18. Total number of original classification decisions. (Sum of blocks 11,14, & 17) 


PARTD 





l»rTiPF iil 




19. Enter the number of derivative TOP SECRET classifications during the reporting period. 

20. Enter the number of derivative SECRET classifications during the reporting period. 

21. Enter the number of derivative CONFIDENTIAL classifications during the reporting period. 

22. Total number of derivative classificat'ion decisions. (Sum of blocks 19, 20, & 21) 


19 

20. 

5 

21. 

1 
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Enter the Fiecai Year that this report covers. 

2006 

Identity the Department, Independent agency or establishment that is covered by this report. 

U. S. Department of Transportation 


. MandaJ^ peciassificaUon Revfsw Requfts^ U 

reqw^^ appeal, negardl^ pf it>e^t^uasl;ii ( 

r agw^ iftstikib yo^ agSj^ |#rtSpoi^,ll^.^tlte df^lph|<f>fe^|irwW0 an 
or.'apideais carTtedifbrviard between lepotilwpeflodS'chsmaed. fe.f^tv''.^ ■ 


23. Enter the number of requests carried over from the previous reporting period. 23. 


ftiiL *:-i';fi 


24. Enter the number of new requests received during the reporting period. 

25. Enter the number of requests carried over to the next reporting period. 

26. Enter the number of appeals carried over from the previous reporting period. 

27. Enter the number of new appeals received during the reporting period. 

28. Enter the number of appeals carried over to the next reporting period. 


Maridatbry OeclaasMcatfbn Reidbw tNc 


29. Enter the number of requested pages that were declassified In full. 

30. Enter the number of requested pages that were declassified in part. 

31. Enter the number of requested pages that were denied declassfficat'ion. 

32. Total number of requested pages acted on. (Sum of blocks 29, 30, and 31) 

33. Enter the number of appealed pages that were declassified in full. 

34. Enter the number of appealed pages that were declassified in part. 

35. Enter the number of appealed pages that were denied declassification. 

36. Total number of appealed pages acted on. (Sum of blocks 33,34, & 35) 


37. Enter the number of pages reviewed during the reporting period that were subject to declassification under 
Sections 3.3 & 3.4, E012958, as amended. 

38. Enter the number of pages declassified under Sections 3.3 & 3.4, EO 12958, as amended. 


23. 

0 

24. 

0 

25. 

0 

26. 

0 

27. 

0 



30. 

0 

31. 

0 





f PART H: In 


39. Enter the number of inspections, surveys, or program reviews, covering any aspect of the secunty classification program, 
completed during the reporting period. 


40. Enter the number of challenges processed by your agency to the classification of information believed to be improperly 
classified or unclassified. (See EO 12958 as amended. Section 1.8) 


Cominenib 


Use thfs space to elaborate on ary section of this form. If more space is needed, provide as an attachment to this form. Provide explanations for any significant 


changes in trends/numbers from the previous year's report. 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

pijbn^sto™mu*1b«undasslfledan^^p«wr|ttenjtjdjMchtt»_lnfofiralIoii^S»2jrily^v«j*ghlOtfie*0SOQnoJaterttia^^ 


1 


FART A MuMfytiiB lnfbwn«tlpn 


1. Enter the Fiscal Year that this report covers. 
Fiscal Year 2007 f 


2. Identify the Department, Inilependent agency or Establishment that is covered by this report. 

Department of Transportation_ 


3. Enter the name, title, address, phone, fax, and email address of the Senior Agency Official (as defined In EO 12958, as amended. 
Section 5.4(d)) responsible for this report. 

Linda Washington 

Assistant Secretary lor Admtiistratian (M-1) 

1200 New Jersey Avenue, SE 
Washington, DC 20590 


4. Enter the name, title, phone, fax and email address for the point-of-centact responsible Ibr answering questions about this report. 

Lee Privelt 202-366-4677 

Director of Security (M-40) E-mail: lae.privett Sdot.gov 

RoomW54-336 

1200 New Jersey Ave, SE 

Washington, DC 20590 

FART B; O^lsls with OrigitMa Cliastficatloti Authbrttv 


5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET, 

6. Enter the number of agency officials whose highest level of original classification authority Is SECRET, 

7. Enter the number of agency officials whose highast level of original classification authority Is CONFIDENTIAL. 

8. Total number of officials with original classtficatton authority. (Sum of blocfcs 5,6, & 7) 


5. 

0 

/ 

8. 

7 

; 

7. 

0 


W'-’’ 



immm 




mit 


X FART^C:.OrtgiFal Cl i i ss W es tkio Dsdslona.;' 

ioiiiiniQiBW iwi la imr p 


sjbifie w iteiiti 



,..|fi|BRqp|;fPAiiiHMi:4n!VOT CMRaCMBOn QPPWQfW^yQnOHiH'IP'.pmnipjj 


9. Enter the number of origfnal TOP SECRET classification decisions made during the reporting period with declassification 
instructiona of 10 years or Isss. 

9. 

0 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification 
Instructions ranging from ovor 10 ysars to 25 ysars. 

10. 

0 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10) 

r:;'"’ • 

12. Enter fits number of original SECRET classtfication decisions made during the reporting period with declassirication 
Instructions of 10 years or less. 

12. 

0 

13. Enter the number of original SECRET classification decisions made during the reporting period with ileclassificetlon 
inslruciloiu ranging fi^ ovar 10 years to 2S years. 

13. 

0 

14. Total number of SECRET original classification decisions. (Sum of blacks 12 & 13} 

14...-, ■ ' 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassifIcaUon Instructiona of 10 yoart or leas. 

15. 

0 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions ranging from ovor 10 ysars to 25 years. 

16. 

0 

17. Total number of CONFIDENTIAL original ctassillcation decisions. (Sum of blocks 15 & 16} 

a" ■■■ 

IB. Total number of original classification decisions. (Sum of blocks 11,14, & 17) 

:->■ o:'-.:: ■ 

PART 0:DMivativfoCbUisHiciriimt.PEClitotift' .v:-' 

Dartwrilve'tlMiEriiHa'Niha'IiBBi^^ patniitaMBgiiwgsiprtngMhyfiamlwhioii^aisthsNii^ elseiWail •^todu^cteeslfc^bai^ 

ondMilloiiliAR quMM dMuinin^^ ■ (Pnw^'Momirion Rwr^M'daHMcMn ilKWopi caiW^ Mj Piwli^ iRiMiUi w dliwnintadR ov 

ntmMLmimmrn cfttitniidNL Doc6iiwirw)auWiidrcoci>M 

19. Enter the number of derivative TOP SECRET dassificallons during the reporting period. 

10 

0 

20. Enter the number of derivative SECRET classifications during the reporting period. 

20. 

0 

21. Enter the number of derivative CONFIDENTIAL classifications during the reporting period. 

21. 

4 

22. Total number of derivative classification decisions. (Sum of blocks 19, 20, & 21) 

■22. ■■ ,. . 

■■ 4-;. 
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Enter the Fiscal Year that this report covets. 

Fiscal Year 2007 

Identify the Oaparlmant, indspendent agency or establishment that is covered by this report. 

Department of Transportation 


23. Enter Ihe number of requests carriad ovar from the previous reporting period. 

23. 

0 

24. Enter Ihe number of new requests received during the reporting period. 

24. 

0 

25. Enter Ihe number of requests carrisd over to the next reporting period. 

25. 

0 

26. Enter the number of appeals carried over from Ihe previous reporting period. 

26. 

0 

27. Enter the number of new appeals received during the reporting period. 

27. 

0 

28. Enter the number of appeals carried over to the irsxt reporting period. 

28. 

0 

1 FART P: Mandatory DaelaasHicatlon Ravlaw DacMom In PaiM* i 

29. Enter the number of requested pages that were declassified In full. 

29. 

0 

30. Enter Ihe number of requested pagse that were declassified in part. 

30. 

0 

31. Enter the number of requeated pages that were denied declassification. 

31. 

0 

32. Total number of requeatad pages acted on. (Sum of blocks 29, 30, and 31) 



33. Enter the number of appealed pages that were declassified in Ml. 

33. 

mm 

34. Enter the number of appealed pages that were declassified In part. 

34. 

0 

3S. Enter the number of appealed pages that were dsnisd declessiltcatian. 

35. 

0 

36. Total number of appealed pages acted on. (Sum of blocks 33,34, & 35) 

m 

IB 


37, Enter Ihe number of pages reviewed during the reporting period that were subject to declassification under 

Sections 3.3 & 3.4, E0129S8, as amended. 

37. 

380,000 

38. Enter the number of pages declassified under Sections 3.3 & 3.4, EO 12958, as amended. 

38. 

0 


39. Enter the number of inspections, surveys, or program reviews, covering any aspect of the security dassitication program, 
completed during the reporting period. 

m 

mu 

40. Enter the number of challenges processed by your agency to the classincalion of Information believed to be Improperly 
dassified orundassllied. (See EO 12958 as amended, Section 1.8) 

40. 

0 



Os» Ihls spaca to alaborata on any aaction of thia form. Ifmota spaoa la naadaO, pimUa aa an atlachrrtanl to Ihia form. ProvUa axplanattona for any aignlflcant 
chartgaslntranda/num barafmmihapravloua vaar'atapon. 


Part G "Automatic Declassification and Systematic Review"--Following the submission of the 2007 
Declassification Plan update to ISOO, we experienced an slight increase in the number of pages 
reviewed for automatic declassification for FY 2007. 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 


AUTHORIZED FOR LOCAL REPROOUCmON 
Rravkjua edition (• unusable 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 


'-'.-.'V- i-f-V'' wv. ■'j fjysfaTtfg. 



1. Enter the Fiscal Year that this report covers. 

October 1,2007 -September 30,2008 


! 


2. Identify the Departmeql 



:Or Establishment that Is covered by this report. 


3. bnier trie name, title, address, phone, fax, and email address of the Senior Agency Official (as defined in EO 12958, as amended. 
Section 5.4(d)) responsible for this report. 

Linda Washington 

Assistant Secretary for Administration, M-1 
1200 New Jersey, Ave, SE 
Washington, DC 20509 


4. Enter the name, title, phone, ^ and email address for the polnt-af*contact responsible for answering questions about this report. 


Lee Privett 
Director 

Office of Security, M-40 
1200 New Jersey Ave. SE 
Washington, DC 20S90 


Phone; 202-366-4677 
Email: Lee.Privett@dot.gov 


PARTS: Offiictelt iiitfith 




5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

8. Total number of officials with original classification authority. (Sum of blocks 5,6, & 7) 


"17^ 

■ . 1 

0 

rlT" 

7 

7. 

0 







'the tofiKidissstm 

eiaMitty: $^il«iM)iihBi)» Is own^'t^ pmduited .tv V 
i£MegailgsfouM:lr)S«o8oir1i4ofBai2aa^)Niisineiideilb^ 



■lofts' -.jisiJfV-.' 3*®^; -'-riCJ 


»cot»«3 





. ..,r ’'.'--T-yr., 

-MS .Jii 


9. Enter the number of original TOP SECRET classificafion decisions made during the reporting period with declassification 
instructions of 10 years or less. 

10. Enter the number of original TOP SECRET dassiflcation decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 

11. Total number of TOP SECRET original dassificatian decisions. (Sum of blocks 9 & 10) 

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions of 10 years or less. 

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
Instructions ranging from over 10 years to 25 years. 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification Instructions of 10 years or less. 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15& 16) 

18. Total number of original classificadon decisions'. (Sum of blocks 11,14, & 17) 


9. 

0 

10. 

0 

'5ir 


12. 

0 

,13. 

0 

14. 


' 15. 

i 

0 

16. 

0 

,t7^; 



' ..yx-'-r- L-'ft!-'. 

;. Q 



:»lh«E|?r 
joroftSf, 
athe 



itipafWliireskia. nM$|Aw<^ilMtaangla'di4Kf9^^ IS4 

' ' nts; fovidekifpondenler . 




•Thls'jkidi 


19. Enter the number of derivative TOP SECRET classifications during the reporting period. 

20. Enter the number of derivative SECRET classifications during the reporting period. 

21. Enter the number of derivative CONFIDENTIAL classifications during the reporting period. 

22. Total number of derivative classification decisions. (Sum of blocks 19.20, & 21) 



20. 

0 

21. 

0 

IT 

•VV;-.., > 

’i* 



NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 


AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusabie 


STANDARD FORM 311 (REV 11-04) 
Rdscrlbed by NARA/ISOO 
32CFR2001.60 E.0.12068. as amended 



Enter the Fiscal Year that this report covers. 

October 1,2007 -September 30,2008 

Identify the Oepartment, Independent agency or establishment that is covered by this report. 

U.S. Department of Transportation ___ 

A "requesP te 'a(i;indiv^ual;reyiaw»eqaeX a^al. r^Jdl^,y;l|ie manlw pf ^lypients or pagesio be reviewed as part.of.th'e'iwjuast ' '. 
Report drily rfKtuestsJfor yo^ In wtikft ip»R 9 bfHiie fi^'th% piPyWe an expianato in Part I below,: ' 


23. Enter the number of requests carried over from the previous reporting period. 

23. 

0 

24. Enter the number of new requests received during the reporting period. 

24. 

0 

25. Enter the number of requests carried over to the next reporting period. 

25. 

0 

26. Enter the number of appeals carried over from the previous reporting period. 

26. 

0 

27. Enter the number of new appeals received during the reporting period. 

27. 

0 

28. Enter the number of appeals carried over to the next reporting period. 

28. 

0 

' l;^i#ART F: ltetiaatoiV:D«cla»»lfIcatfbn Review DecJildns. In Pafles: i ■ 



29. Enter the number of requested pages that were declassified In full. 

29. 

0 

30. Enter the number of requested pages that were declassified in part. 

30. 

0 

31. Enter the number of requested pages that were denied declassification. 

31. 

0 

32. Total number of requested pages acted on. (Sum of blocks 29, 30, and 31) 

32,-.rf 

•c-~„ A.'-.-.: 

33. Enter the number of appealed pages that were declassified in full. 

33. 

0 1 

34, Enter the number of appealed pages that were dedassified In part. 

34. 

0 

35. Enter the number of appealed pages that were denied decla^ification. 

35. 

0 

36. Total number of appealed pages acted on. (Sum of blocks 33,34, & 35) 



. - • c? -fi..to Swtimatlcilf>vl8w.,; 


37. Enter the number of pages reviewed during the reporting period that were subject to declassification under 

Sections 3.3 & 3.4, E012958, as amended. 

37. 

0 

38. Enter the number of pages declassified under Sections 3.3 & 3.4, EO 12958, as amended. 

38. 

0 

Owmslght^^ ...'.v'l:-tiS 



39. Enter the number of inspections, surveys, or program reviews, covering any aspect of the security classification program, 
completed during the reporting period. 

39. 

75 

' 40. Enter the number of challenges processed by your agency to the classification of information believed to be improperiy 

1 classified or unclassified. (See E0 12958 as amended, Section 1.8) 

40. 

0 

' ■ "r---'vv..'. . PARTiV'Expilariatbry Conimcints■: 




Use this space to elaborate on any secBon of this form. If more space is needed, provide as an attachment to this form. Provide explanations for any significant 
changes In trends/numbers from the previous year's report. 


Part G: We continue to ensure that each DOT organization identifies and reviews for possible declassification all classified 
information it holds that is of permanent historical value and that would be at least 25 years old as of December 31st of each 
year. As reported to ISOO earlier this year in the Annual Assessment of Agency Declassification Reviews (April 29,2008), DOT 
had no data to report. 

If you have any questions, please contact Margaret Rose at 202-366-9524 or at margaret.rose@dot.gov. 
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32 CFR 2001.60 E.0.12968, as amended 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(&£m^Biwmurtfc»un^wllli4i»nd j i p «wmi a «iriwac>ilh>in>B n wtt l onSK Mt<yC) v«fitfiiOtie>ns<x>)nal«>tftliwt^^ 

1. BttorOMFiacalYMrlhatttitoraportoovar*. 

Octo>>ari.ai0>-S«pwmbw'30.2008 _ 

2. MantNyttiaDtpHtRimiMapanitantasMcy vCsiiMMimntttiattocovwadbytMBreportr 
U.S. DafMitnwntofTWwwportallon 


3. Enter tha nama, tMa, addran, phona, fax, and anMil address of Sw Swdor Aatney OfltcM (as daOnod In E012968, m 
S ection S.4(d)) leafionaible for tMirepart. 

LIndi WaMngten 

A Ml « f« S«o«wiytorAA nW »tr « ton 
1200 Nnr Janwy Av», SE 
Wuhlnglan,OC 20 !iOO 


4. Enter the name, tWe, phone, fax and MnaNaddraas far Siepa(nt«f«ontactrMponsa>)e for anmwitnflqueetloiM about tils raport 


UmhWMnnM 

AcHngOlraotar 

O1fc» ofS aaiitY.»M 0_ 

1200 Nmt Jataay A««t SE 
Waeikioton, DC 20500 


PhanK203-36»C91B 
EmR: lou.«MMMU0doLgDV 


S. Enter the number of aoemyoffiditewhoaeMii^ieetlevolororiolnoicieotMcallon authority io TOP SECRET. 

8. Enter the number of agency officials whose hlgheet iaiiel of original dawifleatlonaufliority la SECRET. 

7 . Enter the mimber of agency offldaiaariiosehlflhestlevei of original daaafficaBon authority Is CONFRMEiniAL. 
•. Total number of oBldflla with original dasaWcetion authority. (Sum of blocks 5,6, & 7) 


7. 


9. Enter the number of original TOP SECRET daaaiflcalionriocWons made during the reporting period with deeleasMcatian 
■nstnidlaiia of 10 yeaie or leea. 

10. Enter the number of oriolnal TOP SECRET dasaMcation decisions mide riming the raportktg period with dedaeaMIcaHon 
tnebiMSam rangbig from ever 10 yean to 25 yean. 

11. Total number of TOP SECRET original etaesHleatlDn decisions. (Sum of blocks 9 S10) 

12. Enter the number of oriflbial SECRET dassllleailon riodsiona made riutkig the reporting period with ribciassificatlan 
Instniellam of 10 years or teas. 

13. Enter the number of original SECRET classItIcaOon daeWons made during the raporOng period wWi dadaseHlcaiien 
Instmctkina lantfng from over 10 yearn to 25 years. 

14. Total number ofSECRETorigInaidaasilloeflan decisions. (Sumof blocka 12&13) 

15. Enter the number of original CONFKIENTIAL dassHIcafkin dedsiona made during the leporfrig period wHh 
daclaasHIcatlon Instructlena of 10 yaara or leas. 

10. Enter liw number of original CONPIDBfTMLdasslOcatkm dadstons made during the reporting period wHh 
dadaaslllcation Inelnicllona ranging from over 10 yaara to 25 ysare. 

17. Total number of CONPIOENTtAL origirad daasffleatkm dadaione. (Sum of bkicka IS S10) 

18. Tolal nundwr of oifgfnat dasaWcation dedeianB. (Sum of blocks 11,14, S17} 




10. Enter ttie number of daiivativa TOP SECRET dassMcabona during Sw raporting parted. 

20. Enter the number of darivathra SECRET daaalflcallona during Ihs raporVng period. 

21. Entortha number of darivaliwa CONnOENTIM. daaaWcatkxia dwino the repotting period. 

22. Total mimbar of darivaOra daaafficallon daddona. (Sum of bioda 10,20, &21) 


10 

51 

20. 

4 

21. 

8 


lUTIONALtVICHntSANORECaROaAbMNRTfWnaN 


AUTHowziD ran uxM. REimaoucnoN 


sr/uuMv ronw S 11 tranr 11 -M) 

pmaamt by NWMSOO 
toCntaODiaO EAltasaaseniMiM 























2023667013 


OSTE54-320 


11i11;42a.m. 11-13-2009 


4/4 


Enttrltw Fiscal Ycarmat IN* rvportoiMMs. 

OetotMT 1.20(»SaplMnbw'30,2000 

ManWy Om DopaiHiwn^ imiapaiHiani aganey or aatabIMwMnI that ia oovarad 1 ^ Ihia rapcfft 

U.S. D^Mrtmant of TranspiMWion 


r.: :.r.. 


20. Entar Om numtMf of ra<|uaitad pagaa that warn dadaasUM In fon. 

30. Enter ttM numtiar of raquaatad pn 0 aa that warn dadiisaiAad In part 

31. Enter the number of rtquaMad pages that wan denied dectasaWcaUon. 

32. Total nundwr of raqiiaslad pages aoled on. (Sum of blacks 29,30, and 31) 

33. Enter the ntnnber of appealed p ag aaOiat wars dedBMlIled In ftiB. 

34. Enter the number of appsslad pa g es that were dedaaalflad In pert. 

35. Enter the number of appealed pagan that were dsnisd dachnahlcallon. 

30. Total number of appealed pagan acted on. (Sum of blocfcs 33,34, & 35) 


37. Entar the number of pagan nwlawad during the laporting petted that wen aub)ecl to deeteesHteaHon under 
Sedtene 3.3 & 3.4, E0129W, as amended. 

30. Enter the number of pages daetaasHled under Secliona 3.3 S 3.4, EO129S8, aa emended. 


30. Enter the number of fnapeettens. aurvtye, or program raviewa, coverteg any aspad of the ascurily eteeafOcatlon pngram, 
con^dated during the reporting period. 


23. Enter the muTdiar of regueeta canried owar horn the pievieiie repotting period. 

23. 

0 

24. Enter the numberof new reqtieati received dtrt^ the reporting period. 

24. 

0 

20. Etder Ihe number of tsgueste carried over to the next reporftig period. 

23. 

0 

26. Enter the number of appeels canisd over Item the ptevieuB reporting patted. 

20 . 

0 

-27iEntef the numberof new appaali rocelved duitng Uaiapullt^j peilud: 

37, 

0 

20. Enter Oia number of appaala canted ovr to lha next taporOng patted. 

n. 

L_ 

0 


30. 



40. Enter the number of chaHenges prooesaad by your agency to the olBssifIcaUon of kiformatlon beHeved to be improporty 
cteaalfled or uncteaaHlsd (See E012950 as amanded, Sacdon 1.8) 



l/eetMarpaMtoMiiborsreaaanyawdaoarttetbnn ffmoreapacehtreedactpretldieaana flac ftrwflrtBWalbrw. PfoMtK^anaSomloranyalgninoart 
cf>ar>ea»tttW)di4iientiar»ihMiaiaereiitore>ear!»iai)or t 


Part D: The Increase in derivative classifications over what DOT reported for FY 08 is due to an 
increase In die number of classified document prepared as briefings for senior management 
officials. 


mTIONM.MtCMVraM«l«COI«DeAaiaNHriWTIOM AUTHOnSEDnr«U)CM.REI>mOUCnON arW0MDraaM311BM!KfREV11-04> 

PnWwadaaneunuiiU* r>iaMilMdteNMWASOO 

32CrH2M1.ao &a.12aBa.eiiiMndaa 





U.S. Department 1200 New Jersey Avenue, SE 

of Transportation Washington, DC 20590 

Office of the Secretary 
of Transportation 


NOV 16 2010 


Mr. William J. Bosanko 
Director, Information Security Oversight Office 
National Archives and Records Administration 
700 Pennsylvania Avenue, N.W. 

Washington, DC 20408 


Dear Mr. Bosanko: 

Enclosed is the completed Standard Form 311, Agency Security Classification Management 
Program Data, for the Department of Transportation for Fiscal Year 2010. 

If you have any questions, please feel free to call Margaret Rose of my staff at (202) 366-9524. 


Sincerely, 




Robert M. Lee, Jr., Acting Direc^r 
Office of Security 


Enclosure 



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 


(Submissions must be unclassified and reach the Information Security Oversight Office (ISOO) no later than November 15 following die reporting period.) 


j PART A: Identifying InforantiDii 

1. Enter the Fiscal Year that this report covers. 

' 2010 

2. Identify the Department, Independent agency or Establishment that is covered by 
this report. 

^ U.S. Department of Transportation 

3. Enter the name, title, address, phone, fax, and e-mail address of the Senior Agency 
Ofllcial (as dehned in E.0.13526, section 5.4(d)) responsible for this report. 

3 SmtiFentoMt 

‘ D«pwtyAMBWSwj»fyferA<linWHr«lton.M.I 

1900 NWf JbtMy SE 

W«I*vct>.DC2050» 

202OM.2332 

B«otil.FarMnota^B0* 

4. Enter the name, title, phone, and e-mail address for the point-of-contact 

responsible for answering questions about this report. 

4. RobortM. !.»», Jr„ 

Acting OnKtor 
^CI^^6fr4e77 

E-fral: Rfib.L«eddoLgov 

PARTBr OfltdabwithOr^nalt 

f 

1 

1 

S. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 


6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

6. 7 

7. Enter the number of agency officials whose highest ievel of original classification authority is CONFIDENTIAL. 

7- 0 

8. Total number of officials with original classification authority. (Sum of blocks 5,6, & 7) 

8. 7 

PART C: Origimd CtassUkstioa OecitdtMa 

Origirol classifMtm tt an initial determinatitm that the infonnaiion to be classified has not been jaeviously classified ty any other authMiiy. It also meets the 
following coniStions; (1) it was cUssffied by an original classification autitorify; (2) the iafennation is owned by or for, or is under the control of the Umted Slates 
Govenumatt; (3) it fidfa into at least one of the categories found in section 1.4 of EO. 13526; and (4) unauthoriaed disclosure conM reasonably be expected to re^lt iii 
daina^ to the national security. (Provide mfonnation <m all classificatian decisiai^ regardless of the me^ iticlwiing *ose doepmenteif and via e-maiL 

Do not cotmt reproductions or copies.) 

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification instructions 
of 10 years or less. 

0 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification instructions 
ranging from over 10 years to 25 years. 

BHBII 

11. Total number of TOP SECRET original classification decisions, (Sum of blocks 9 and 10) 

n. Q 

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification instructions of 10 
years or less. 

12. Q 

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification instructions 
ranging from over 10 years to 25 years. 

13. Q 

14. Total number ofSECRET original classification decisions. (Sum of blocks 12 and 13) 

14. Q 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with declassification 
instructions of 10 years or less. 

15. Q 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 

16. Q 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 and 16) 

17. Q 

18. Total number of original classificaticm decisions. (Sum of blocks 11,14, and 17) 

18. Q 

PARTD: Derivative OassiflcatioB Decisions 

Daivative classification is die incorpoiatii^, paraphrasing, restating, os generating in new form infotmation that is alreadty classified. This includes based 

(melassifi(»ti<»g?iides<H’oa»er source documents. (Provide infoimatjoa bn alt clasafication decisions, tegardleai of die madia, innlndmg 
disseminated via e.maiL Do not count reproductioosw copies.) 

19. Enter the number of derivative TOP SECRET classification decisions during the reporting period. 

57 

20. Enter the number of derivative SECRET classification decisions during the reporting period. 

20. 

21. Enter the number of derivative CONFIDENTIAL classification decisions during the reporting period. 

21. 2 

22. Total number ofderivative classification decisions. (Sum of blocks 19,20, and 21) 

75 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 9-10) 

Previous edition is unusable Prescribed by NARA/ISOO 

32CFR2001 E.O. 13526 













Fiscal Year 2010 Department or Agency U.S. Department of Transportation 


PART Ej Mandatory Declassificatfon Review Requests and Appeals 

A Reqa^isanindivitbial““tialrevtewrequestorappeaLnsgatdlessoftbenumberofdocamentsorpagestobereviowedaspartofAereauesL Reoortonlv 

Of 

23. Enter the number of requests carried over from the previous reporting period. (Block 25 on last year’s report) 

23. 

0 

24. Enter the number of new requests received during the reporting period. 

24. 

0 

25. Enter the number of requests carried over to the next reporting period. 

25. 

0 

26. Enter the number of appeals carried over from the previous repotting period. (Block 28 on last year’s report) 

26. 

-0 

2 /. bnter the number ot new appeals received during the repotting period. 

27. 

■3 

28. Enter the number of appeals carried over to the next reporting period. 

28. 

0 

PART Ft Mtimbitory DedMsiftcfttioit Review DeeiikHif in 


29. Enter the number of requested pages that were declassifred in full. 

29. 

0 

3U. Enter the number of requested pages that were declassified in part 

30. 

0 

31. Enter the number of requested pages that were denied declassification 

31. 

0 

32. Total number of requested pages acted on. (Sum of blocks 29,30, and 31) 

32. 

0 

33. Enter the number of appealed pages that were declassified in full. 

33. 

0 

34. Enter the number of appealed pages that were declassified in part. 

34. 

0 

35. Enter the number of appealed pages that were denied declassification 

35. 

0 

36. Total number of appealed pages acted on. (Sum of blocks 33,34, and 35) 

36. 

0 

PART C: Automatic, Syxtematie, and Discretionary Oeclas.<iHkaii«n Reviews 

37. Enter the number of pages reviewed that were subject to automatic declassificalion under section 3.3 of E.O. 13526. 

37. 

0 

38. Enter the number ofpages declassified under section 3.3 of E.O. 13526. 

38. 

0 

39 . Enter the number ot pages reviewed that were subject to systematic declassification under section 3.4 of E.O. 13526. 

39. 

0 

40. Enter the number ofpages declassified under section 3.4 of E.O. 13526. 

40. 

0 

41. Knter the number ot pages reviewed that were subject to discretionary declassificatioD under section 3.1 ofE.O. 13526. 

41. 

0 

42. Enter the number ofpages declassified under section 3 .1 ofE.O. 13526. 

42. 

0 

PARTH; Internal Agency Oversight 


43. Enter the number of inspections, surveys, or program reviews conducted by your agency, covering any aspect of the security 

classification program, completed during the reporting period. 

43. 

52 

44. EntCT the number of challenges processed by your agency to the classification of information believed to be improperly classified or 
unclassifled. (E.O. 13526, sectirai 1 . 8 ) n p j 

44. 

0 

45. Enter the number of challenges where the classification status was fully affirmed. 

45. 

0 

4 t>. bnter the number ot challenges where the classification status was overturned in whole or in part. 

46. 

0 

PARTIs ClasniOcattettGuides 


47. Enter the number of security classification guides created by your agency and currently in use. 

47. 

0 
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Fiscal Year 2010 Department or Agency U.S. Department of Transportation 



PARTJ: Expianatory CdmmeBtsi 


Use this space to elaborate on any section of this form. If more space is needed, provide as an attachment to this form. Provide explanations for any significant 
changes in trends/numbers from the previous year's report. Additionally, select the sampling process your agency used in developing this year's report. 

Sampling Period (check one): 

2-Week □ 

4-Week □ 

8 -Week □ 

One Year [7| 

Multiplier Applied (check one): 
None E] 

Other (Specify) □ 

Sampling Period: October 1,2009 through September 30,2010. 

DOT collected information for the SF 311 by disseminating it, via e-mail, to security 
points-of-contact who have security-related responsibilities throughout DOT. These individuals 
reviewed classified operations and classified material under their purview, completed an SF 311 
for their organizations, and provided the data for compilation by the Office of Security. 
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U.S. Department of 
Transportation 
Office of the Secretary 
of Transportation 


MDV10^ 


1200 New Jersey Ave, SE 
Washington D.C. 20590 


Mr. John P. Fitzpatrick 

Director, Information Security Oversight Office 
National Archives and Records Administration 
700 Pennsylvania Avenue, N.W. 

Washington, DC 20408 

Dear Mr. Fitzpatrick: 

Enclosed is the completed Standard Form 311, Agency Security Classification Management 
Program Data, for the Department of Transportation for Fiscal Year 2011. 

If you have any questions, please feel free to call Margaret Rose of my staff at (202) 366- 
9524. 


Sincerely, 



Office of Security 


Enclosure 



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be unclassified and reach the Information Security Oversisht Office (ISOO) no later than November IS followinR the reportinR period.) 



1 . Enter the Fiscal Year that this report covers. 

' 2011 

2. Identify the Department, Independent agency or Establishment that is covered by 
this report. 

^ U.S. Department of Transportation 

3. Enter the name, title, address, phone, fax, and e-mail address of the Senior Agency 
Oflicial (as defined in E.0.13526, section 5.4(d)) responsible for this report. 

2 , BfodtPMiflnot 

Aubttnl SettelBiy for AdmtnI&lreUen 

1200 New JmoirAvt.SC Wfttfilngten DC 20509 
(2fi2> 200.2335 
' BnOL FonttnetOdelgev 

4. Enter the name, title, phone, tax, and e-mail address for the point-of-contact 
responsible for answering questions about this report. 

4 0«vklK.B»D 

OfteeUretOeemity 

1200 Naw JeraeyAve. SE Wnhinslen. DC 20509 
^0^3004«77 

DevMXBeSQdetsev 

PARTBt Offlcialsw^liOriginalAn‘I»r>fy “ 

5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

5. 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

6. 8 

7. Enter the number of agency officials whose highest level of original classification authorify is CONFIDENTIAL. 

7. 

S. Total number of officials with original classification authonfy. (Sum of blocks 5,6, & 7) 

8. 8 

' ■' PAH^,S: Orlj^nliT’Cla^finiion Decisions^ ' ^ '' , ' , 

Onginal«las8ifiwfiQn'i$anjnftiatideteimmat(on that;tlieimformafiomto;be,c^tassifiedhas.not.been:prevtously.dassifiediby.aiiy;^thet<authority: .)t<also:meetsdhei;^vv ^ 
ifblloyvliig;oon4now}5|10dt!WasoIassifled!6ynn:onginal;ctas5ificatimnia(idhoi|fyi.(2)^the5in&tTOationaM '. 

i‘KGovertunenfy(3)I^fall£intO’at'|eas|one'Ofthe:categ^ics^^un^‘iil.:^t^n^'4|bf£i0;?i3S2’6;!ai3^(4yuiiButhoiizcdrd|lc|DSuro.could'ri)am^ 
iidoipagedoithenationaliseounty. (Proyide:informaiton.on all^cl«sifioa1iWdeoisidns;’regaidless!ofithemedia;>!mo1udm^WdTCumented’Wdiss^%Wedwia:e^ma^ 

Do not count ^prodn^onsoj,copics.) ^ ^ V’"' , , 

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassificatiDn instructions 
of 10 years or less. 

9. 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with declassification instructions 
ranging from over 10 years to 25 years. 

10. 

11 . Total number of TOP SECRET original classification decisions. (Sum of blocks 9 and 10) 

11. 0 

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification instructions of 10 
years or less. 

12. 

13. Enter the number of originul SECRET classification decisions made during the reporting period with dcdassification instructions 
ranging from over 10 years to 25 years. 

13. 

14. Total number of SECRET original classification decisions. (Sum ofblocks 12 and 13) 

14 0 

15. Enter the number of origi nal CONFIDENTIAL classification decisions made during the reporting period with declassification 
instructions of 10 years or less. 

15. 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with declassification 
instructions ranging from over 10 years to 25 years. 

16. 

17. Total number of CONFIDENTIAL original classification decisions. (Sum ofblocks 15 and 16) 

17. Q 

1 8. Total number of original classification decisions. (Sum ofblocks 11,14, and 17) 

18. Q 

. PAl^’OrD'erivatlybaassincationDiiiftons _ ^ . 

r‘DorivatlVeioIassiffeateisithejncorporatirig;.parapluasing,>.resiah6g,orsgenotmingir>nBW>foTm:mfofmBijpiv^ati$:alieady’pla$sified.'.rThis.inciudesrclassiffcatioriibased% 
i'ORTctassificafion.iguid^oriOtheK»;urcef;document!t;r (Froy{de:(n|9rma£on on olLctassiScation dooi^bnsT roadless of the mediOfimcludmg documented and ’ 

|m|{®}!wM^2®!wlS^0lti’pfecbunfcreprqductrons^rieopi«) r ..v 

19. Enter the number of derivative TOP SECRET classification decisions during the reporting period. 

00 

o 

20. Enter the number of derivative SECRET classification decisions during the reporting period. 

20. g 

21 . Enter the number of derivative CONFIDENTIAL classification decisions during Ihe reporting period. 

CM 

22. Total number of derivative classification decisions. (Sum ofblocks 19,20, and 21) 

88 
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Fiscal Year 2011 Department or Agency U.S. DBpartmsnt of TrSHSportatlon 


ReviewReques^snd'Appie^^ff-^^i^^ 

“Request” fs’ati mdiVfdual initial revtewrequestrora^al.rcgardlMS of thftnumbec^ofdqopmentSioripBgestobeireyiewediasparbofiAeitequestnRepotionlyassF;'®; 
frequestSifdByon'feaBeiiioviiniwhlcIbyour^asencyci^reSponsibleTor.theJfiardeclsioniiBf&providean'expIahationTn'Part J‘below,jvhw j.'J' 

23. Enter the number of requests carried over ftom the previous reporting period. (Block 25 on last year’s report) 

23. 

24. Enter the number of new requests received during the reporting period. 

24. 

25. Enter the number of requests carried over to the next repotting period. 

25. 

26. Enter the number of appeals carried over from the previous reporting period. (Block 28 on last year's report) 

26. 

27. Enter the number of new appeals received during the repotting period. 

27. 

28. Enter the number of appeals carried over to the next repotting period. 

28. 

PAR'TF: Mandatory DcelassiButionFkeYiewiDecisi&ns inRagia , , , 

- y' ' 

29 . Enter the number of requested pages that were declassified in fUll. 

29. 

30. Enter the number of requested pages that were declassified in part 

30. 

31. Enter the number of requested pages that were denied declassification 

31. 

32. Total number of requested pages acted on. (Sumofbiocks29,30,and31) 

32. 0 

33. Enter the number of appealed pages that were declassified in full. 

33. 

34. Enter the number of appealed pages that were declassified In part. 

34. 

35. Enter the number of appealed pages that were denied declassification 

35. 

36. Total number ofappeaied pages acted on. (Sum of blocks 33,34, and 35) 

36. 0 



37, Enter the number of pages reviewed that were subject to automatic declassification under section 3.3 of E.0.13526. 

37. 

38. Enter the number of pages declassified under section 3.3 of E.O. 13526. 

38. 

39. Enter the number of pages reviewed that were subject to systematic declassification under section 3.4 of E.O. 13526. 

39. 

40. Enter the number of pages declassified under section 3.4 of E.O. 13526. 

40. 

41. Enter the number of pages reviewed that were subject to discretionary declassification under section 3.1 of E.O. 13526. 

41. 

42. Enter the number of pages declassified under section 3.1 of E.O. 13526. 

42. 

'1 'Vl>4RTrin%nSl^g,S^O^rm^r ^ ^ ‘ Tv'’ > 

43. Enter the number of inspections, surveys, or program reviews conducted by your agency, covering any aspect of the security 
classification program, completed during the reporting period. 

«• 4 

44. Enter the number of challenges processed by your agency to the classification of information believed to be improperly classified or 
unclassified. (E.0.13526, section 1.8) 

44. 

45. Enter the number of challenges where the classification status was fully affirmed. 

45. 

46. Enter the number of challenges where the classification status was overturned in whole or in part 

46. 


r ^ 

47. Enter the number of security classification guides created by your agency and currently in use. 

47. 
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Fiscal Year 2011 Department or Agency U.S. Department Of T ranspOftation 




Use this space to elaborate on ai^ section of thisform. If more space is needed, provide as an attachment to this form. Provide explanatlonsfor anj/ sigmficam 
changes in trends/numbersfrom the previous year's report. Additionally, select the sampling process your agency used in developing this year's report. 

Sampling Period (check one); 
2-Week □ 

4-Week □ 

8-Week □ 

One Year 0 

Multiplier Applied (check one): 
None 0 

Other (Specify) O 

The Department of Transportation currently has over 15,000 cleared federal employees and 
support contractors. DOT collected information to populate Hie SF 311 by disseminating the 
survey to security points of contact who have security cognizance in designated Operating 
Administrations. The Security Points of Contact then reviewed the classified operations under 
their punriew and completed die survey based on the existing secure infrastructure found 
throughout their area of responsibility. 

We also increased 
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 





1200 New Jersey Ave, SE 
Washington D.C. 205% 


U.S. Department of 
Transportation 
Office of the Secretary' 
of Transportation 


MOV 1 


Mr. John P. Fitzpatrick 

Director, Information Security Oversight Office 
National Archives and Records Administration 
700 Pennsylvania Avenue, N.W. 

Washington, DC 20408 

Dear Mr. Fitzpatrick; 

Enclosed is the completed Standard Form 311, Agency Security Classification Management 
Program Data, for the Department of Transportation for Fiscal Year 2012. In 2012 there was 
a significant increase in the Department’s derivative classification decisions. The Federal 
Aviation Administration (FAA) established a Current Intelligence Threat Evaluation (CITE) 
operations center that resulted in a significant increase in the derivative classification actions 
within DOT for FY 2012. We believe that the number of derivative classification decisions 
will level off as we refine our method of identifying decisions and provide standard training 
to our derivative classifiers. 

If you have any questions, please feel free to call Margaret Rose of my staff at (202) 366- 
9524. 


Sincerely, 



David K. Bell 
Director 

Office of Security 


Enclosure 



The SF 311 fosm is ctrrresiUy under revisjon, Wh^n jiie revision is ii wilf i^pesf as Iti^s 

m&cbimnt fot fV 2012, use mh ms|30r?a. The only pah m\ h^ss changed is Part H. 


AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be iinelassilied and reach the Information Securitj- Oversight Office (ISOO) no later than November 15 following the reporting period,) 


PART At Identifying Information 

!. Enter the Fiscal Year that litis repitrt covers. October 2011-September 2012 


1. 2012 

2. Identity the Dcptittmeitt, Independent agency, or Establishment that is 
covered b\ this reoort. 

^'U.S. Department of Transportation 

3. Enter the rtante. title, address, phone, fax, and e-mail atldtess of the Senior 
Agency Official {a.s defined in E.O. 13526, section 5.4(d)) responsible for this 
report. 

Assistant SDCfDlary for AdmintsJralkm, M1 

1200 New Jar&Ry Ave. SE WDC 20509 

202-36&-1400 

Brodi.FontenoL@dDL^ov 

4, Enter the name, title, phone, fax. and e-mail address for the point-of-contact 
responsible for answering questions about this report. 

4. DaWd K. Bdl, C^lor 

Otftco oi Security. M^D 

1200 Jersey AV6.8E 

PART B: Officials with Oriipiial Classifitatitm Anthority 

5. Enter the number of agenev officials whose highest level of original classification authority is 1 OP SECRE 1. 

5. 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

6. 

8 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

7. 

S. Total number of officials with original classification authority. (Sum of blocks S, 6. & 7) 

8. 

8 1 

PARTCt Original Classification Deeisiotis 

Original ^ia«ifi/-<.tinn is an initial determination that the information to be classified has not been previously ci^sified by any other authority. It also 
meets the following conditions: (1) it was classified by an original ciassification authority; (2) the information is owned by or for, or is under the 
control of the United States Government; (3) it falls into at least one of the categories fiom section 1.4 ofE.0.13526; and (4) unauthorized disclosure 
could reasonably be expected to re-sult in damage to the national securify. (Provide information On all original classification decisions, regardless of 
th« mpHi'a inriiiHinc those documented and disseminated via e-mail. Do not count reproductions or copies.) 

9. Enter the number of original TOP SECRET classification deci.sions made during the reporting period with 
declassification instructions of 10 vears or less. 

9. 

0 

10. Enter the number of original TOP SECRET cia.ssification decisions made during the reporting period with 
declassification instructions rangine from over 10 years to 25 years. 

10 . 

0 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10). 

n. 

0 

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions of 10 > ears or less. 

12. 

0 

13. Enter the number of original SECRET classification deci.sions made during the reporting period with declassification 
instructions ranging from over 10 vears to 25 vears. 

13. 

0 

14. Total number ofSECRET original classification decisions. (Sum of blocks 12 & 13) 

14. 

0 

15, Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

15. 

0 

16, Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instruction.s ranging from over 10 vears to 25 years. 

16, 

0 

17. Total number of CONFIDE.NTlAl. original classification decisions. (Sum ofblocks 15 & 16) 

17. 

0 

18, Total number of original classification decisions. (Sum ofblocks 11.14. & 17) 

18. 

0 

PARTD: Derivative Classification Decisions 

Derivative ciassification is the incorporating, paraphrasing, restating, or generating in new form information that is already classified. This includes 
classification based on classification guides or other source documents. (Provide information on all classification decisions, regardless of the media, 
ifreiiiftmo fhn«. documented and disseminated via e-mail. Do not count reproductions or copies.) 

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 

19. 

759 

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 

20. 

976 

2 1. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 

21. 

2 

22. Total number of derivative classification decisions. (Sum ofblocks 19. 20. & 21) 

22. 

1737 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION 


AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 


STANDARD FORM 311 (REV ) 
Prescribed by NARA/ISOO 
32C1'R2001 E.O, 13526 










PART E: iVtandaior)' Declassification Review Requests and Ap(>eate 

A “Request” is an individual initW review request or appeal, regardless of the number of documents or p%es to be reviewed as 
For blocks 23-30, report onh requests and appeals in which vour acency is responsible for the final relea 

part of the request- 
se. 

23. Enter the number of requests received during the reporting period. 

23, 

0 

24. Enter the number of requests closed during the reporting period. 

24, 

0 

25. Enter the number of requests that have been unresolved for over one year. 

25, 

0 

26. Enter the average number of days to resolve each request. 

26, 

0 

27. Enter the number of appeals veoeived during the reporting period. 

27. 

0 

2S. Enter the number of appeals closed during the reporting period. 

28. 

0 

29. Enter the number of appeals that have been unresolved for over one year. 

29. 

0 

30. Enter the average number of days to resolve each appeal. 

30. 

0 

For blocks 31-32, report the number of requests and appeals that were referred to your agency, and the referring agency is 

resnonsible for the final release. 

31. Enter the number of referred requests received during the reporting period. 

31, 

0 

32. Enter the number of referred appeals received during the reporting period. 

32. 

0 

PART F: Mandatory Declassification Review Decisions m Pages 

Count odIv those naees documented in blocks 23-30 above. 

33. Enter the number of requested pages that were declassified in full. 

33. 

0 

34. Enter the number of requested pages tiiat were declassified in part. 

34. 

0 

35. Enter the number of requested pages that were denied declassification. 

35. 

0 

36. Total number of requested pages acted on. (Sum of blocks 33.34, & 35) 

36. 

0 

37. Enter the number of appealed pages that were declassified in full. 

37. 

0 

38. Enter the number of appealed pages that were declassified in part. 

38. 

0 

39. Enter the number of appealed pages that were denied declassification. 

39- 

0 

40. Total number of appealed pages acted on. (S'um of blocks 37.38. & 39) 

40. 

0 

PART G; Automatic, Systematic, and Discretionary Declassification Reviews 

41. Enter the number of pages reviewed that were subject to automatic declassificatioD under section 3.3 of E.O. 13526. 

41. 

0 

42. Enter the number of pages declassified under automatic declassification. 

42. 

0 

43 Enter the number of pages reviewed that were subject to systematic declassification under section 3.4 ofE.O. 13526. 

43. 

0 

44. Enter the number of pages declassified under systematic declassification. 0 

44. 

0 

45 Enter the number ofpagcs reviewed that were subject to discretionary declassification under section 3.1 ofE.O. 13526. 

45. 

0 

46 Enter the number ofpagcs declassified under discretionary declassification. 0 

46. 

0 

PART H: Internal Agency Oversight 

47. Enter the number of self-inspections conducted by your agency, covering any aspect of the security classification 
program, during the reporting period. 

47. 

48 

48. Enter the number of challenges processed by your agency to the classification of information believed to be improperly 
classified or unclassified. (FLO. 13526. section 1.8) - 

48, 

0 

49. Enter the number of chaUenges where the classification status was fully affirmed. 

49. 

0 

50 Enter the number of challenges where the classification status was overturned in whole or in part. 

50. 

0 

51, Enter the number of sccurltv classification guides created by your agency and currently in use. 

51, 0 
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_ PART 1; Explanatory CommeaiB ___ 

Use this space lo elaborate on any section of this form, if more space is needed, provide as an attachment to this form. Provide explanations for any 
signifleam changes in trends/numhers from the previous year's report. . . ... 

In Fiscal Year 2012, the Federal Aviation Administration (FAA), Office of Emergency Operations, 
Communications and Investigations, Intelligence and Threat Analysis Division established and staffed 
a 24/7 Current Intelligence Threat Evaluation (CITE) operations center that has resulted in a significant 
increase in the derivative classification actions within DOT for FY 2012. 
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U.S, Department 
of Transportation 

Office of the Secretary 
of Transportation 


Asasianl Secretary 
for Aciministraiion 


1200 New Jersey Avenue, SE 
Washington, DC 20690 


JAN 0 2 2014 


Mr. John P. Fitzpatrick 

Director. Information Security Oversight Office 
National Archives and Recorxis Administration 
700 Pennsylvania Avenue, N.W. 

Washington. DC 20408 

Dear Mr. Fitzpatrick: 

Enclosed is the complete Standard Form 311, Agency Security Classification Management Program 
Data, for the Department of Transportation for Fiscal Year 2013. Additional training was initiated 
in early 2013 addressing the proper requirements for tracking derivatively classified documents. 
This training increased the awareness throughout the Department of Transportation to ensure 
continuity and consistency in derivative accountability. Further, as directed by the Office of 
Inspector General dufing this year’s Reducing Over- Classification audit, we switched to one of 
ISOO’s recommended sampling techniques. This Is an actual count of derivative actions for a two- 
’month period multiplied by 6.5, to more closely approximate derivative activity for a full year. As 
a result, the increase in this 2013 report reflects greater accuracy in accountability and reporting 
than a genuine increase in derivatively classified items. 

If you have any questions regarding this submission, please contact Joan Harris, Associate Director 
in the Office of Security, at 202-366-1827, or Joan.HatTis(5)dot.gov . 


Sincerely, y 

•'' 7 . .'f .. 


Bfod^ 


nteiiot 



Enclosure 



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be unciassified and reach the Information Security Oversight Office (ISOO) no later than November IS following the reporting period.) 


PART A; Identifying Information 

1. Enter the Fiscal Year that this report covers. 

1. 2013 

2. Identify the Department, Independent agency, or Establishment that is 
covered bv this report. 

2. 

U.S. Department of Transportation 

3. Enter the name, title, address, phone, fax, and e-mail address of the Senior 
Agency OflBcial (as defined in E.O. i 3526, section 5.4(d)) responsible for this 
report. 

3. 

Orodt fonfuiM 

A.'tsiycfwl SecKfSfy for A Jntini-aralKia, Ml 

Avc HH WDC 20S*XV2Il2^ l400(ftDdiy««itei»#tk>L^ 

4. Enter the name, title, phone, fax, and email address for the point-of-contact 
responsible for answering questions about this report. 

4. 

I.iW WkkMktiii 

onw uf Securify. »rM(V)2t» New Jersey Avt SK WX' / I,oo 

PART B; Officials with Original Classification Authority 

5. Enter the number of s^eney officials whose highest level of original classification authority is TOP SECRET, 

5. 0 

6. Enter tile number of agency officials whose highest level of original classification authority is SECRET. 

6. 8 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

7. 0 

8. Total number of officials with original classification authority. (Sum of blocks 5,6, & 7) 

8. 8 

PART C; Original Classification Decisions 

Original classification is an initial determination that the information to be classified has not been previously classified by any other authority. It also 
meets the following conditions; (1) It was classified by an original classification authority; (2) the information is owned by or for, or is under the 
control of the United Stales Government; (3) it falls into at least one of the categories from section 1.4 of E.O. 13526; and (4) unauthorized disclosure 
could reasonably be expected to result in damage to the national security. (Provide information on all original classification decisions, regardless of 
thi- media. Tocludine tho.se documented and disseminated via email. Do not count reproductions or copies.) 

9. Enter ttie number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

0 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions rancinK from over 10 years to 25 years. 

10. 

0 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10). 


12. Enter the number oforiginal SECRET classification decisions made during the reporting period with declassification 
instructionsof 10 years or less. . 

0 

13. Enter the number oforiginal SECRET classification decisions made during the reporting period with declassification 
instructions ranuine from over 10 years to 25 years. _ . 

13. 

1 

14. Total number of SECRET Original classification decisions. (Sumofblocks 12 & 13) 

14. 

1 

15. Enter the number oforiginal CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 years or less. .. 


16. Enter the number oforiginal CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions raneing from over 10 years to 25 years. 

16. 

0 

17. Total numberofCONFIDEN'lTALoriginal classification decisions. (Sumofblocks 15 & 16) 

0 

18. Total number of original classification decisions. (Sumofblocks 11,14. & 17) 

18. 

1 

PART D; Derivative Classification Decisions 

Derivative classification is the incorporating, paraphrasing, restating, or generating in new form information that is already classified. This include 
c!as.sification based on classification guides or other source documents. (Provide information on all classification decisions, regardless of the media. ; 
irK-tiidmo those dnriimented and dls.<!eminated via email. Do not count reproductions or copies.) - - 1 

19, Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 

19. 1,498 

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 

20- 1,429 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 

21. 190 

22. Total number of derivative classification decisions. (Sum of blocks 19,20, & 21) 

22. 3.117 
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PART E; Mandatory Declassification Review Requests and Appeals 

A “Request” is an individual initial review request or appeal, regardless of the number of documents or pages to be reviewed as part of the request. 
_ Report only retiuatts for your agency in which vour agency is responsible for the final decision. 

23. Enter the number of requests received during the reporting period. 

24. Enter the number of requests closed during the reporting period. 


25, Enter the number of requests that have been unresolved for over one year. 


26. Enter the average number of days to resolve each request. 


27. Enter the number of appeals received during the reporting period. 

28. Enter the number of appeals closed during the reporting period. 


29. Enter the number of appeals that have been unresolved for over one year. 


30. Enter the average number of days to resolve each appeal. 


31. Enter the number of referred requests received during the reporting period. 


32. Enter the number of referred appeals received during the reporting period. 


PART F: Mandatory Declassification Review Decisions in Pages 


33. Enter the number of requested pages that were declassified in full. 


34. Enter the number of requested pages that were declassified in part. 


35. Enter the number of requested pages that v!i«re denied declassification. 


36. Total number of requested pages acted on. fStim of blocks 33,34, & 35) 


37. Enter the number of appealed pages that were declassified in foil. 


38. Enter the number of appealed pages that were declassified in part. 


39. Enter the number of appealed pages that were denied declassification. 


40. Total number of appealed pages acted on. (Sumorblocks37,38, &39) 


__ PART G; Automatic, Systematic, a nd Discretionary Declassification Reviews 

41. Enter the number of pages reviewed that were subject to automatic declassification under section 3.3 of E.0.13526. 


42. Enter the number of pages declassified under automatic declassification. 


43. Enter the number of pages reviewed that were subject to systematic declassification under section 3.4 of E.0.13526. 

44. Enter the number of pages declassified under systematic declassification. 


45. Enter the number of pages reviewed that were subject to discretionary declassification under section 3.1 of li.O. 13526. 


46. Enter the number of pages declassified under discretionary deciassification. 

PART Hr internal Agency Oversight 


47. Enter the number of self-inspections conducted by your agency, covering any aspect of tlie security classification 
program, during the reporting period._ _ __ 


48. Enter the number of challenges processed by your agency to the classification of information believed to be improperly 

classified or unciassiiied, (E.0.13526, section 1.8) _ 

49. Enter the number of challenges where the classification status was fully affirmed. 


50. Enter the number of challenges where the classification status was overturned in whole or in part. 





41. 

0 

42. 

0 
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__;_ PART I; Explanatory Comments __ 

Use this space to elaborate on any section ofthis form. Ifmore space is needed, provide as an attachment to this form. Provide explanations for any 
significant changes in trends/numbers from the previous year's report. _ 

During 2013 the Department of Transportation Office of Inspector General conducted a department-wide review of DOTs classified management 
program under the Reducing Over-Classification Act, PL 111-258. in preparation for the audit the Department found that some components were 
counting derivative actions different from one another (e.g. some reported actual counts while others reported tMlimates). As directed during the 2013 
audit, we selected one of the ISOO estimating methods and asked offices to follow dial in order to achieve consistency. As a result FAA, which 
produces more derivative items than anywhere else in DOT simply because of their size, reprted ah increase ro derivative activity for 2013 relative to 
(lie report for 2012. Further, we provided additional training to DOT staff who regularly produce derivative products to further enhance staff 
knowledge. Ttiese actions early in 2013 combined to produce a report this year that yielded higher figures that were reported in previous years. 


For ISOO Use Only 


ISOO Analyst Name: 

Evan Coren 

Date of QC: 

1/6/2014 

Analyst Initials: 

EPC 


NAT10N.4L ARCHIVES AMD RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 2-13) 

Previous edition is unusable Prescribed by NARA/ISO(3 

32CFR2Cl0i E.O. 13326 







Memorandum 


o 

U.S. Department of 
Transportation 

Office of the Secretary 
of Transportation 


Subject: ACTION MEMO: Request to sign two ISOO reports 



Fro^g^Lou Widawski, Director 
Office of Security 


Date: 


Reply to; 
Attn, of 


WOV IS 10)1 


'''° Brodi Fontenot, Assistant Secretary for Administration 
BACKGROUND 

As the designated Senior Agency Official for DOT’S Classified National Security Information 
program, your signature is required to transmit the two attached annual reports to the Information 
Security Oversight Office (ISOO). These reports were prepared to meet standards in Executive 
Order 13526 and contain consolidated data from all the DOT agencies including FAA. 

There are a few changes this year as compared to the 2013 reports. The SF311, Agency Security 
Classification Management Program report shows a decrease of approximately 17% in the 
number of derivative actions taken by DOT in 2014 as compared to the number we reported to 
ISOO in 2013. The primary reason for this decrease is because FAA stopped producing their 
Travel Exception Reports which were previously classified as Secret and Confidential. ITiis 
reduced the overall number of derivative actions that we are required to report to ISOO. 

The Agency Annual Self-Inspection Report requires that we inform ISOO how many of our 
clearance holders met the annual training requirement during the reporting period. While DOT 
hit 100% this year, FAA reported they trained 97% of their clearance holders. This resulted in a 
combined figure of 98% completions for DOT overall in the report to ISOO. 

ACTION 

Please sign the attached letter to Mr. Fitzpatrick that transmits to ISOO the Agency Annual Self- 
Inspection Program Data: FY 2014 as well as the Agency Security Classification Management 
Program Data report for Fiscal Year 2014. 


Attachments (2) 




o 

U.S. Department of 
Transportation 

Office of the Secretary 
of Transportation 


Assistant Secretary 
For Administration 


1200 New Jersey Ave, SE 
Washington D.C. 20590 


Mr. John P. Fitzpatrick 

Director, Information Security Oversight Office 
National Archives and Records Administration 
700 Pennsylvania Avenue, N. W. 

Washington, DC 20408 

Dear Mr. Fitzpatrick; 

As the Senior Agency Official for the U.S. Department of Transportation, I am pleased to transmit to 
you two annual reports for 2014, Enclosed is the Department of Transportation completed Standard 
Form 311, Agency Security Classification Management Program Data for Fiscal Year 2014. The 
data in this year’s report represent an actual count of derivative actions rather than an estimate as we 
have reported to you in the past. 

Also enclosed is our completed Agency Annual Self-Inspection Program Data Report for Fiscal Year 
2014. DOT’S self-inspection program is conducted under my authority by the Director, Office of 
Security and at the Federal Aviation Administration under seif-inspection authority we have 
delegated to them. 

If you have any questions regarding this submission, please contact Joan Harris, Associate Director 
in the Office of Security, at 202-366-1827, or Joan.HaiTis@dot,goy . 



Enclosures (2) 



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions roust b« untlKssiW and reach the Informatton Security Oversight Office (iSOO) no later than November IS following the reporting period.) 


PART A: Identifvine Information 

1 . Enter the Fiscal Year that this report covers. 

1. 

2014 

2. Identify the Department, independenit agency, or Establishment that is 
covered bv this report. 

2. 

U.S. Department of Transportation 

3. Enter ie name, title, address, phone, fax, ruid e-mail address of the Senior 
! Agency Official (as defined in E.O. 13526, section 5.4(d)) responsible for this 
report. 

3, 

Btodf FontaKd 

Asaisjainf SccDrtsry fiw Atlnumsirnium (^il) 

1200 kruK Av« SE WDC 2&59{V20^3^l^»• MOO / Bnadi Ke«»eHOl.«dot.«ov 

4. Enter the name, title, phone, fax, and entail address for the poiiit-of-contact 
responsible for answering questions about this report. 

4. 

I.ou WtAm A», DffwMif. Office of Securit)- (MdO> 

1200 New Joaey Me SE WDC 2)590 /202.36<»-a9{9jih 1 2KI-3^-?0Mrax / Lou Widotv'nfct f jiov 

PART B: Officials with Original Oassincation Authority I 

5 Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

5. 

0 

6. Enter the number of ^ency officials whose highest level of original classification authority is SECRET. 

6. 

g 

7 Enter the number of agency officials vriiose highest level of original classification authority is CONFIDEN UAL. 

7. 

0 

8. Tcttal number of officials with original classification authority. (Sum of blocks 5, 6, & 7) 

8. 

8 

PARTC: Original Classification Decisions 

Original classification is an initial determination that the information to be classified has not been previously cWsified by tmy other authority. It also 
meets the following conditions: (1) it was classified by an original classification authority; (2) the information is owned by or for, or is under the 
control of the United States (jovemment; (3) it falls into at least one of the categories from section 1.4 of E.O. 13526; and (4) unauthorized disclosure 
could reasonably be expected to result in damage to the national security. (Provide information on all original classification decisions, regardless of 
tbpniRHin indiiHtnp those documented and disseminated VIE email Do not count reproductions or copies.) —^- - 

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. - : - — 

9. 

0 

10. Enter the number of original TOP SECRET clas.sification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

10. 

0 

11. Total number of TOP SECRET original classification decisions. (Sum ot blocks 9 & 10). 

11. 

0 

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions of 10 vears or less. . . 

12. 

0 ! 

■ 1 

13. Enter the numter of original SECRET classification decisions made dunng the reporting pcnod with declassification 
instructions ranging from over 10 years to 25 years. - 

13. 

0 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 

14. 

0 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 years or less. - 

15. 

0 

16. Enter the number pf original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years._—- - 

16. 

0 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 

17. 

0 

18. Total number of original classification decisions, (Sum of blocks 11,14, & 17) 

18. 

0 

PARTD: Derivative Classification Decisions 

Derivative classification is the incorporating, paraphrasing, restating, or genet^ing in new form information that is already class 
classification based on classification guides or other source documents, (Provide information on all classification decisions, reg 
inctiiding those documented and disseminated via email. Do not count reproductions or copiesj -- — __— 

ified. This includes 
ardless of the media. 

19 Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 

19. 

1,604 

20 Enter the number of derivative SECRET glassification decisions made during the reporting period. 

20. 

947 

21 Enter the number of derivative COJSFTDENTIAL classificafion decisions made during the reporting period. 

21. 

35 

22 Total number of derivative classification decisions. (Sum of blocks 19,20. & 21) 

22. 

2,586 
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PART E; Mandatory DecJassIfication Review Requests and Appeals 
i A ‘-Request” is an individual mitial review request or appeal, regardless of the number of documents or pages to be reviewed as part of the request. 
Reonri onlv reaucsts for vour aeencv In which your agency is responsible for the final decision. 

23. Enter the number of requests received during the reporting period. 

23. 

0 

24. Enter the number of requests closed during the reporting period. 

24. 

0 

25. Enter the number of requests, that have been unresolved for over one year. 

25. 

0 

26, Enter the average number of days to re.solve each request. 

26. 

0 

27. Enter the number of appeals received during the reporting period. 

27. 

0 

28. Enter the number of appeals closed during the reporting period. 

28. 

0 

29. Enter the number of appeals that have been unresolved for over one year. 

29. 

0 

30. Enter the average number of days to resolve each appeal. 

30. 

0 

-_____1 

31. Enter the number of referred requests received durit^ the reporting period. 

31. 

0 

32. Enter the number of referred appeals received during the reporting period. 

32. 

0 

PART F; Mandatory Declassification Review Decisions in Pages 

33. Enter the number of requested pages that were declassified in full. 

33. 

0 

34. Enter the number of requested pages that were declassified in part. 

34. 

0 

3S. Enter the number of requested pages that were denied declass!ficafipn. 

35. 

0 

36. Total number of requested page,s acted on. (Sum of blocks 33,34, & 35) 

36. 

_0 

37, Enter the number of appealed pages thal were declassified in full. 

37. 

0 

38. Enter the number of appealed pages that were declassified in part. 

38. 


39. Enter the number of appealed pages that were denied declassification. 

39. 

o; 

40. Total number of appealed pages acted on. (Sumofblocks37,38, &39) 

40. 


PART G; Automatic, Systematic, and Discretionary Declassification Reviews 

-1 

41 Enter the number of pages reviewed that were subject to automatic declassification under section 33 of E.0.13526. 

41. 

0 

42. Enter the number of oages declassified under automatic declassification. 

42, 

0 

43 Enter the number of pages reviewed that were subject to systematic declassification under section 3.4 of E.0.13526. 

43. 

0 

44 Enter the number of pages declassified under systematic declassification. 

44. 

0 

45 Enter the number of pages reviewed that were subject to discretionary declassification under section 3.1 of E.0. 13526. 

45. 

0 

46 Enter the number of pages declassified under discretionary declassification. 

46. 

0 

PART Ht Internal Agency Oversight 

47. Enter the number of self-inspections conducted by your agency, covering any aspect of the security classification 
nropram. during the reporting period. 

47. 

1 

48. Enter the number of challenges processed by your agency to the classificatwn of information believed to be improperly 
ffiassified of ttficlassified. (E.0.13526^ section 1,8) - 

48. 

0 

49 Enter the number of ehallenoes where the classification status was fully affirmed. 

49. 

0 

50 Enter the number of challenges where the classification status was overturned in whole or in part. 

50. 

0 

51 Enter the number of security classification guides created by your agency and currently in use. 

51. 

0 
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__ PART I; Explanatory Comments _ 

Use this space to elaborate on atry section of this form. If more space is needed, provide as an attachment to this form. Provide explanations for any 
significant changes in trends/numbers from the previous year's report __ 

Regarding questions no. 19 to 22; This report reflects a decrease of approximately 17% in the number of derivative classification actions taken in 
2014 as compared to 2013. This change is mainly due to the fact that FAA is no longer producing Travel Exception Reports at the Secret and 
Confidential levels. In addition, in 2013 DOT and FAA used a sampling teehnique to estimate the number of derivative actions taken, but in 2014 we 
performed a 100% census. The change from estimated to actual numbers accounted for a very small portion of the change from last year's report to 
this year’s report. 

Regarding question no. 47: DOT understands that JSOO considers all the individual self-inspections which DOT performs on its components to 
constitute just one self-inspection for DOT. In fact during this reporting period FAA performed 55 individual inspections and DOT performed another 
20 for the other DOT agencies and Secretarial Offices, and further, each of these were comprised of many separate visits, interviews and physical 
inspections. Nonetheless, we wrapped up all of this activity and reported just 1 self-inspection for DOT overall to comply with ISOO reporting 
requirements. 
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O.S. Department of 
Transportation 

OfBce of tile Secretary 
of Transportation 


Assistant Secretary 
For Administration 


1200 Mew Jersey Ave, SE 
Washington D.C. 20590 


NOV 20 2815 


Mr. John P. Fitzpatrick 

Director, Information Security Oversight Office 
National Archives and Records Administration 
700 Pennsylvania Avenue N.W. 

Washington, DC 20408 

Dear Mr. Fitzpati-ick: 

As the Senior Agency Official for the U.S. Department of Transportation, I am pleased to transmit to 
you this annual report for 2015. Enclosed is the Department of Transportation completed Standard 
Form 311, Agency Security Classification Management Program Data for Fiscal Year 2015. 

If you have any questions regarding this submission, please contact Joan Harris, Associate Director 
in the Office of Security, at 202-366-1827, or Joan.Harris^gjdot^gpy . 


Sincerely, 



Enclosure 



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(SHbmissions muM be o«cb*si«ed end reeeh the Infonnadon Security Oversight Office (ISOO) no leter then November IS following the reporting period.) 


PART As Mentifyiiig Information 

1. Enter the Fiscal Year that this report covets. 

_ 1 

1. 

2015 

2. Identify the Department, Independent agency, or Establishment that is 
hv this reoolt. 

2. 

U.S. Department of Transportation 

3. Enter Ae name mid title of the Senior Agency Official 

(as defined in E.O. 13526, section 5.4(d)) responsible for this report. 

3. 

3eff Marootian, Assistant Secretary for Administiation 

4. Enter die name, title, phone, and email address for the point-of-coMact 
responsible for answering questions about this report- 

4. 

Lou Widawski, Director of Security (continued in Part 1) 

PARTB; Officials with Original Classification Authority 


F.titep niimher of apenr-v ofBcials 'ftiiose tiishest levpl of original classification anlhority is TOP SECRET. 

5. 

0 

a Enter the number of acencv Officials whose highest level of original classification authority is SECRET. 

6. 

8 

T Ent«r ihp niimivr nf agencv officials whose highest level of original classification authority is CONUDEN1L4L. 

7. 

0 

X. Total fliiMher nf officials with original classification aulhori^. (Sum of blocks 5,6, & 7) 

8. 

8 

PARTC: Original Classification Decisions 

Original classification is an initial determination that the infonnation to be classified has not been previously ctesified odier authon^. It also 

meets the fbUowing conditions: (1) it was classified by an original classification authorlD'; (2) the information is owned ^ or for, or is under the 
control of the United States Gpvemment; (3) it falls into at least one of the categories from section 1.4 of E.O. 13526; and (4) unauthorized disclosme 
could reasonably be expected to result in damage to the national security. (Provide information on all original classification decisions, regardless of 
fill. ,nmii:i in/<.tiiHini> thfisi* documented and disseminated via email. Do not count reproductions or cppiesj_-___- 

9. E^r the number of original TOP SECRET classification decisions made during the reportmg period with 
derlassiflcation instructions of 10 years or less. ------ 

9. 

0 

lO: Enter the number of original TOP SECRET classification decisions made dunng the reporting period with 
declassification instmetions ranging from over 10 years to 25 years. - 

10. 

0 

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10). 

11. 

0 

12. Enter the number of original SECRET classification decisions made during the reporting penod with declassification 
instructions of 10 years Or less. ____ 

12. 

0 

13. Enter the number of original SECRET classification decisions made during the reportmg penod with declassification 
instructioiis ranging from over 10 years to 25 years. — - 

13. 

0 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 

14. 

0 

15. Enter the number of original CONFIDENTIAL classification decisions made dunng the reporting period with 

1 declassification instructions of 10 years or less. -- 

15. 

0 

1 16. Enter the number of original CONFIDENTIAL classification decisions made dunng the reporting penod with 
d«rlas.sification instructions ranging from over 10 years to 25 years. _ - 

16. 

0 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 

17. 

0 

18. Total number of original classification decisions. (Sum of blocks 11,14, & 17) 

18. 

0 

PARTD: Derivative Classification Decisions 

Derivative classification is the incorporating, paraphrasing, restating, or generating in new form information that is already classified. Tins include? 

based on classification guides or other source documents. (Provide infonnation on all classification dccisioni^ regardless of the media, 
inrht/lmo flinicpi and disseiitinated via email. Do not count rcpn)ducdons or copies.) — —. - .. —.. 

19. Enter the number of derivative TOP SECRET clasrification decisions made during the reporting period. 

19. 

1,325 

20 Enter the munber of derivative SECRET classification decisions made during the reporting period, 

20. 

1,829 

21 Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 

21. 

98 

22. Total number of derivative classification decisions. (Sum of blocks 19,20, & 21) 

22. 

3,252 
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U.S. Department of Transportation 


PART E: Mandatory Declassification Review Requests and Appeals 

A "Request” is an individual initial review request or appeal, regardless of the number of documents or pages to be reviewed as 
Rcnort enlv reauesfs for vour aecncv in which your aaency is responsible for the final decision;— 

psut of foe request. 

23. Enter the number of requests received during the reporting period- 

23. 

0 

24. Enter the number of requests closed during the reporting period. 

24. 

0 

25. Enter the nimiber of requests that have been unresolved for over one year. 

25. 

0 

26. Enter the average number of days to resolve each request. 

26. 

0 

27. Enter the number of appeals received during the reporting period. 

27. 

0 

28. Enter the number of appeals closed during the reporting period. 

28. 

0 

29 Enter the number of appeals that have been unresolved for over one year. 

29. 

0 

30. Enter the average number of days (o resolve each sqtpeal. 

30. 

_0 


— 

31 Enter foe number of referred requests received during foe reporting period. 

31. 

_0 

32. Enter the number of referred appeals received during the reporting period. 

32. 


PART F: Mandatory Declassification Review Decisions in Pages 


33. Enter the number of requested pages foat were declassified in full. 

33. 

0 

34. Enter foe number of requested pages foat were declassified in part. 

34. 

0 

35, Enter foe number of requested pages foal were denied declassification. 

35. 

0 

36. Total number of requested pages acted on, (Sum ofblocks 33,34, & 35) 

36. 

0 

37, Enter foe number of appealed pages foat were declassified in full. 

37. 

0 

38. Enter foe number of appealed pages foat were declassified in part. 

38. 

0 

39, Enter foe number of appealed pages foat were denied declassification. 

39. 

0 

40. Total number of aopealed pages acted on. (Sum ofblocks 37,38, & 39) 

40. 

0 

PART G: Automatic, Systematic, and Discretionary Declassification Reviews 

4 1 Enter foe number of pages reviewed foat were subject to automatic declassification under section 3.3 of E.0.13526. 

41. 

0 

42. Enter foe number of pages declassified under automatic declassification. 

42. 

0 

43 Enter the number of pages reviewed that were subject to systematic declassification und» section 3.4 of E.0.13526, 

43. 

0 

44 Enter foe number of pages declassified under systematic declassification. 

44. 

0 

45 Enter the number of Pages reviewed that were subject to discretionary declassification under section 3.1 of E.0.13526. 

45. 

0 

46 Enter the number of pagcs declassified undcr discretionary declassification. 

46. 

0 

PART H: Interual Agency Oversight 

47. Enter foe number of challenges processed by your agency to foe eiassificaiion of information believed to be improperly 
classified or unclassified, (E.0.13526, section 1,8) 

47. 

0 

48. Enter foe number of challenges where foe classification status was fully affirmed. 

48. 

0 

49 Enter the number of challenges where foe classification Status was overturned in whole or in part. 

49, 

0 
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_ PART 1; Explanatory Comments _____ 

Use this space to elaborate on arty section of thisform. If more space is needed provide as an attachment to this form. Provide explanations for any 
signifleam changes in trends/nmbers from die previous year's report. ___.— 

Part A item 4 con't: 

LoB.Widowski@dot.gov, Director of Security 
Phone: 202-366-0919 
Email; loii.widawsld@dot.gov 


Part D, Derivative Classification Decisions 

There was an overall 20% increase in the number of derivative classificadon actions in FY15 as compared to FY2014, This overall figure represents 
increases in both Secret and Confidential actions, as well as a slight (17%) decrease in Top Secret derivative actions. The overall increase was the 
result of three additional personnel who were assigned to intelligence duties in F AA as well as an increase in requests for reports of FAA produced 
derivatively classified products for use by other government agencies. 


For ISOO Use Only 

ISOO Analyst Name: 
Date of QC: 

Analyst Initials: 
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U,S. Departnieiit of Assistant Secretary 1200 New Jersey Ave, SE 

Transportation por Administration Washin^on D.C, 20590 

Office of the Secretary 
ofTransportation 

NOV 2 3 2016 


Mr. William A. Cira 

Acting Director, Information Security Oversight Office 
National Archives and Records Administration 
700 Pennsylvania Avenue, N.W. 

Washington, DC 20408 

Dear Mr. Cira; 

As the Senior Agency Official for the U.S, Department ofTransportation, I am pleased to transmit 
the annual report for 2016. Enclosed is the Department ofTransportation completed Standard Form 
311, Agency Security Classification Management Program Data for Fiscal Year 2016. 

If you have any questions regarding this submission, please contact Joan Harris, Associate Director 
in the Office of Security, at 202-366-1827, or Joan.Haffis@dot.gov . 


Sincerely, 



JeffMarootian 

Assistant Secretary for Administration 


Enclosure 














AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be unclassified and reach the Infonnaticm Security Oversight Office (ISOO) no later than November 15 following the reporting period.) 


PART Ati IdenttfitinglnformaaoB- 


I. Enter the Fiscal Year that this report covers. 


2016 


2. Identify foe Department, Independent agency, or 
Establishment that is covered by this report_ 


' Department of Transportation 


3. Enter foe name and title of foe Senior Agency 
Official (as defined in E.0.13526, section S.4(d)) 


3. 


Jeff Marootian, Assistant Secretaiy for Administration 


4. Point-of-contact responsible for answering questions about this report 

4a. Name: 

‘*“'Lou Widawski 

4b. Title: 

^'’•Director of Security 

4c. Etmul address: 

^‘^Lou. Widawsld@dot.gov 

4d. Phone number: 

^^•(202)366-0919 

PARTR: Officials wifo Original Classification Antborify . 

S. Enter the number of agency officials whose highest level of original classification aufoority is TOP SECRET. 

5 - 0 

6. Enter foe number of agency officials whose highest level of original classification aufoorify is SECRET. 

6- 8 

7. Enter the number of agency officials ^ose highest level of original classification authority is CONFIDENTIAL. 

0 

8. Total number of officials with originat classification aufoority. (Sum of blocks 5,6, and 7) 

8- 8 

PART C: Original.CIassifieationiPccisions : 

Original elsasificatibn Is fmitaitiaide|mininatidnfoatfo6"lnforinaticfofofoe>c1iiissffiedias;hbtbeehi»Sviow^ ; 

nl«i> (1) Itwiq iRln^fipR'hy an;drri|^'nl'1)1fli^fiRiitinn'viinfohrii^'^).fo#thfSnThfiH&iifis‘trivned!lfy'bfifoi^i(ti^hitU^dr 

tiK'Contiol'dftlfoTIni^ States (lovemmen^ (3):it filb i^ tdle^ one dffoe categoriesfioin s^6n.i,4^fl^Oil3526^/iiia^(4)}imAti^ 
discfosure conldR^rufolyhe expedti^ to ie^ in iclam^etb^eiiBtionaliseiBuiifyi (PmvideyhiforibiBtibn'im^hnofiipiaiOlS^^tibihdbS^ns; 
lesardless offoe iiiediai mblndinE those documented arid'disiieinitiBtediViB einail. Do not dourti'reproduction6^or . 

9. Enter foe number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 


10. Enter foe number of original TOP SECRET classification decisions made during foe reporting period with 
declassification instructions raneine ftom over 10 years to 2S years. 

10. 0 


11. Total number ofTOP SECRET original classification decisions. (Sum of blocks 9 and 10) 

"• 0 

12. Enter foe number of original SECRET classification decisions made during foe reporting period with 
declassification instructions of 10 years or less. 

12. 0 

13. Enter the number of original SECRET classification decisions made during foe reporting period with 
declassification instructions raneine firom over 10 years to 25 years. 

13. 0 

14. Total number ofSECRET original classification decisions. (Sum of blocks 12 and 13) 

0 

15. Enter foe number of original CONFIDENTIAL classification decisions made during foe repotting period with 
declassification instructions of 10 years or less. 

15. 0 

16. Enter foe number of original CONFIDENTIAL classification decisions made during foe reporting period with 
dcclassHieation instructions raneine from over 10 years to 25 years. 

16. 0 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks IS and 16) 

17. 0 

18. Total number of origiiml classification decisions. (Sum of blocks 11,14, and 17) 

18. 0 
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PARTD: Derivative ClassIficattoB Deebioiu 

Derivative classification is flic incoipoiating, parapbiasing, lestatmg orgeneratirig:iri Bewfi>nn infi>rmafiori.fiiati8:alieady;da^ed. llfisi 
indudes classification basedtni classification guides or bfiier sonrce documents. (Provide infiiiinafiori bfi'all^ciassffiCdtidRrdbc^dnSid^^aii^'^ 
tire iiiMa:,' incIudinR fiiose documented add disSemiriaitBd via erniili. Do riot count iepiodiiCtitriiS or cop1(^;Vr ^: 

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period 

19. 

1,570 

20. Enter fire number of derivative SECRET classification decisions made during the reporting period 

20. 

1,240 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period 

21. 

81 

22. Total number ofderivafive classification decisions. (Sumofblocksl9,20, Bnd21) 

22. 

2.891 

: PART E:.AfandatoryDeelassificatiomRcview Requests : ; : 

A'Requidf’Is an indiridoalMtial:Tevievvreque8t,.mgaidli^dftlferiumber of documents of :|)^trilliC4(riiTcniiliBd!^aS'.i^ 

RenoftonlvreoUestsfofvodrBeencviri'wliieHiTotif aeencv'isrmDonSiblCfoftlie'fiudlidiriBiSibii.. . 

.n' '■ . • 

23. Enter the number of REQUESTS received during the reporting period 

23. 

0 

24. Enter the number of REQUESTS dosed during the repotting period. 

24. 

0 

25. Of the REQUESTS entered into block 24, enter the number of pages that were: 

25. 

a. Declassified in frill. 

2Sa. 

■ 

b. Declassified in part 

25b. 

■ 

c. Denied declassification. 

25c. 

d. Total number of requested pages acted on. (Sum of blocks a, b, and c) 

25d 

0 

26. Enter the number of REQUESTS that have been unresolved for over one year. 

26. 

0 

27. Enter the AVERAGE NUMBER OF DAYS to resolve each request 

27. 

■ 


28. 

0 

. PART F; Mandatory DwlasslflcationiRevlew Appeals: ; c. . / . 

.Ari'"A|>ped”’lSarivlndii^udRquestfi>f tqipealiregafdl^rifthcmuriiberofdCcriinrafs'orpBgtriihi'bebreidirijtedl'SSfpari^if^^ 

ReniifCnnlv annMiribr vour aeenev iri’WHidi youraeenry.ls-nsDOBsIblefof theAriaPdi^fom .. 

29. Enter the number of APPEALS received during the reporting period 

29. 

0 

30. Enter the number of APPEALS closed during the reporting period 

30. 

0 

31. Of the APPEALS entered into block 30, enter the number of pages that were: 

31. 

a. Declassified in full. 

31a. 

0 

b. Declassified in part 

31b. 


c. Denied declassification. 

31c. 

■ 

d. Total number of appealed pages acted on. (Sum of blocks a, b, and c) 

31d 

■ 

32. Enter the number of APPEALS that have been unresolved for over one year. 

32. 

■ 

33. Enter the AVERAGE NUMBER OF DAYS to resolve each appeal. 

33. 

0 

34. Enter the number ofREFERRED APPEALS received during the reporting period (Number of ^peals referred 
to your agency fiom another agency) 

34. 

0 
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PART Gr AntomatiCt Syatenurtic;iand Dlierettoriary DedassiflcatioiitRcviews 

35. Enter the number of pages REVIEWED that were subject to automatic declassification under section 3.3 of E.O. 
13526. 

35. 0 

36. Enter the number of pages DECLASSIFIED under automatic declassification. 

36. 0 

37. Enter the number of pages REVIEWED that were subject to systematic declassification under section 3.4 of 

E.0.13526. 

37. 

38. Enter the number of pages DECLASSIFIED under systematic declassification. 

38. Q 

39. Enter the number of pages REVIEWED that were subject to discretionary declassification under section 3.1 of 
E.0.13526. 

39. 0 

40. Enter the number of pages DECLASSIFIED under discretionary declassification. 

40. 0 

FART®;:Iritemal;'Agenc5y:0?ersight 

41. Enter the number of CHALLENGES processed by your agen^ to the classification of information believed to be 
improperly classified or unclassified. (E.0.13526, section 1.8) 

41. 0 

42. Enter die number ofCHALLENGESr^ete the classification status was fiiUy affirmed. 

42. 0 

43. Enter the number of CHALLENGES wdieie the classification status was overturned in whole or in part. 

43. 0 

FART I: Intelligence Community (IQ Information 

niis section ^lies only to IC agencim and IC con^herits Ofbdieir agendes ;v^:oWghta/(p'iep/i5^dii(dE(]ON‘aria^RC^^ 
dimemiriation'contiDl; Thisfnfimnation, alongwddilSOO’s mmtd'inspectibn'iepbtts ^be Used tb-hifoim>fiie':aimnaliep&it1b diei^^ 

use of classification mattihga.. 

Organization’s classified disseminated analytic product (as defined in ICD 206 SourdHgReqiilremaas for DissenduatedAnatyHe Product) 
orieinallv marked ORCON. 

44. Enter PERCENTAGE of your organization’s classified disseminated analytic products originally marked 

ORCON. 

0.00% 

45. Enter TOTAL NUMBER of your organization’s classified disseminated analytic products originally marked 
ORCON. 

45. „ 

46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in full. 

46. 0 

47. Enter the NUMBER OF REQUESTS approved for eiqianded dissemination of ORCON in part. Provide 
explanation for partial denial in part J below. 

47. 0 

48. Enter the number of ORCON expanded dissemination requests DENIED. Provide explanation for denial in part J 
below. 

48. 0 

Organization's classified disseminated analytic product (as defined in ICD 206 Sourdng Requiremaitsfor DIssaidnatedAnalydc Product) 
orininallv marked ORCON-USGOV. 

49. Enter PERCENTAGE of your organization’s analytic products originally marked ORCON-USGOV. 

0.00% 

50. Enter TOTAL NUMBER of your otganizafion’s analytic products originally marked ORCON-USGOV. 

50. Q 

51. Provide TOTAL NUMBER of reports of potential misapplication of the ORCON marking. Provide background 
information on each occurrence in Part J below. 

51. J, 

52. Has your organization been NEGATIVELY IMPACTED by information being marked with ORCON or 
ORCON-USGOV control markinK? If yes. provide explanation in Part J below. 

«No 
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- ■' _;_ PART J; Explanatory Comments _ /•. 

Use this space to elaborate on any section of this form. Ifmore space is needed, provide as an attachment to this form. Provide ejqtlanationsfor 
any sienificant changes in trends/numbers from the previous year‘s report _ 

DOT and PAA data are included in this report The DOT data reflect an actual count, compiled from daily creation entries. 

FAA data were derived from an 8-week sample that was multiplied by 6.5. Derivative materials in this count include Daily 
Intelligence Sununaries, Executive Intel Briefs, Intel Flyers, CITE Watch Notes, Security Briefi (Travel) and emails. 

Some variations were noted in the number of Top Secret, Secret and Confidential actions from FY 2015 to FY2016, resulting in a 
decrease of about 10% overall in tite reported total this year. Investigation of these variations yielded no result, as there were no 
changes in procedure during this reporting period. We conclude the variations from one year to the next are the result of the 8-week 
sample period selected at FAA. 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 03-16) 

Previous edition is unusable Prescribed by NARA/ISOO 

32CFR2001 E.O. I3S26 







U.$. Department of 
It'ansportation 

Office of the Secretary 
of Transportation 


Assistant Secretary 1200 New Jersey Avenue. SE 

for Administration Washington, DC 205W 


Mr. Mark A, Bradley ^QV 0 J 2017 

Director, Information Security Oversight Office 

National Archives and Records Administration 

700 Pennsylvania Avenue, N.W., Room 100 

Washington, DC 20408-0001 


Dear Mr. Bradley, 

As the Senior Agency Official for the U.S. Department of Transportation, I am pleased to transmit 
to you the FY 2017 Agency Glassification Management Program Data. Enclosed is the completed 
Standard Form 311. 

If you have any questions regarding this submission, please contact Keidi Szakal, Acting Director, 
Office of Security, at (202)366-9422 or Keith.Szakal@dot.gov. 


/ 



Keith Nelson 


Enclosure 




AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be unclassified and reach the Information Security Oversight Office (ISOO) no later than November 15 following the reporting period.) 


PART A;' Identifying Information 


1. Enter the Fiscal Year that this report covers. • 


2017 


2 . Identify the Department, Independent agency, or 
Establishment that is covered by this report. _ 


2 . 


DOT: Department of Transportation 


3. Enter the name and title of the Senior Agency 
Official (as defined, in E.O; 13526, section 5.4(d)) 
responsible for this report. _ 


3. 


Keith Nelson, Assistant Secretary for Administration 


4. Point-of-contact responsible for answering questions about this report: 


4a. Name: 


4a. 


Keith Szakal 


4b. Title: 


4b. 


Acting Director of Security 


4c. Email address: 


Keith. Szakal(gdot.go V 


4d. Phone number: 


4d. 


( 202 ) 366-9422 


PARTS; Officials with Original Classification Authority 


5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

5. 

0 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

6. 

8 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

7. 

0 

8. Total number of officials with original classification authority. (Sum of blocks 5,6, and 7) 

8. 

8 

PART C: Original Classification Decisions 

Original classification is an initial determination that the information to be classified has not been previously classified by any otiier authorify. It 
also meets the folldwin& conditions: (1) it was classified by an original classification authority; (2) the infotination is owned by or for, or is under 
the control of the United States Government; (3) it falls into at least one of the categories fi’om section 1.4 ofE.0.13526; and (4) unauthorized 
disclosure could reasonably be;ei(peeted.to result in damage to the national securify. (Provide information on all ori^al classification decisions, 
regardless ofthe media, including those documented and disseminated via email; Do not count reproductions or copies.) 

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

9. 

0 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 vears. 

10. 

0 

11. Total number of TOP SECRET original classification decisions. (Sura of blocks 9 and 10) 

11. 

0 

12. Enter the number of original SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

12. 

0 

13. Enter the number of original SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 vears. 

13. 

0 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 and 13) 

14. 

0 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

15. 

0 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

16. 

0 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 and 16) 

17. 

0 

18. Total number of original classification decisions. (Sum of blocks 11,14, and 17) 

18. 

0 
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DOT: Department of Transportation 


PART D: Derivative Glassification Decisions 

Derivative classification is the incorporating, paraphrasing, restating, or generating in new form information that is already classified. This 
includes classification based on classification guides or other source documents. (Provide information on all classification decisions, regardless of 
• _ the media, including those documented and disseminated via email. Do not count reproductions or copies.) _ 


19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 

19. 

1,712 

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 

20. 

2,158 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 

21. 

193 

22. Total number of derivative classification decisions. (Sum of blocks 19,20, and 21) 

22. 

4,063 

PART E: Mandatory Declassification Review Requests 

A “Request” is an individual initial review request, regardless of the number of documents or pages to be reviewed as part of the request. 
Report only requests for your agency in which your agency is responsible for the final decision. 

23. Enter the number of REQUESTS received during the reporting period. 

23. 

0 

24. Enter die number of REQUESTS closed during the reporting period. 

24. 

0 

23. Of the REQUESTS entered into block 24, enter the number of pages that were: 

25. 

a. Declassified in full. 

25a. 

0 

b. Declassified in part. 

25b. 

0 

c. Denied declassification. 

25c. 

0 

d. Total number of requested pages acted on. (Sum of blocks a, b, and c) 

25d. 

0 

26. Enter the number of REQUESTS that have been unresolved for over one year. 

26. 

0 

27. Enter the AVERAGE NUMBER OF DAYS to resolve each request. 

27. 

0 

28. Enter the number of REFERRED REQUESTS received during the reporting period. (Number of requests 
referred to your agency from another agency) 

28. 

0 

PART F: Mandatory Declassification Review Appeals 

An “Appeal” is an individual request for appeal, regardless of the number of documents or pages to be reviewed as part of the request. 

Report only appeals for your agency in which your agency is responsible for the final decision. 

29. Enter the number of APPEALS received during the reporting period. 

29. 

0 

30. Enter the number of APPEALS closed during the reporting period. 

30. 

0 

31. Of the APPEALS entered into block 30, enter the n umber of pages that were; 

31. 

a. Declassified in full. 

31a. 


b. Declassified in part. 

31b. 


c. Denied declassification. 

31c. 

0 

d. Total number of appealed pages acted on. (Sum of blocks a, b, and c) 

31d. 

■ 

32. Enter the number of APPEALS that have been unresolved for over one year. 

32. 

■ 

33. Enter the AVERAGE NUMBER OF DAYS to resolve each appeal. 

33. 

0 

34. Enter the number of REFERRED APPEALS received during the reporting period. (Number of appeals referred 
to your agency from another agency) 

34. 

0 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 03-16) 

Previous edition is unusable Prescribed by NARA/ISOO 

32CFR200I E.0.13526 




































DOT: Department of Transportation 


PART G; Automatic, Systematic, and Discretionary Declassification Reviews 

35. Enter the number of pages REVIEWED that were subject to automatic declassification under section 3.3 of E.O. 
13526. 

35. 

0 

36. Enter the number of pages DECLASSIFIED under automatic declassification. 

36. 

0 

37. Enter the number of pages REVIEWED that were subject to systematic declassification under section 3.4 of 

E.O. 13526. 

37. 

0 

38. Enter the number of pages DECLASSIFIED under systematic declassification. 

38. 

0 

39. Enter the number of pages REVIEWED that were subject to discretionary declassification under section 3.1 of 
E.O. 13526. 

39. 


40. Enter the number of pages DECLASSIFIED under discretionary declassification. 

40. 


PART H: Internal Ageqcy Oversight 

41. Enter the number of CHALLENGES processed by your agency to the classification of information believed to be 
improperly classified or unclassified. (E.O. 13526, section 1.8) 

41. 


42, Enter the number of CHALLENGES where the classification status was fiilly affirmed. 

42. 


43. Enter the number of CHALLENGES where the classification status was overturned in whole or in part. 

43. 

0 


PART 1: Intelligence Community (IC) Information 

This section applies only to IC agencies and IC components of other agencies who originally apply the ORCON and ORCON^^USGOV 
dissemination control. This information, along with ISOO’s annual inspection reports will be used to inform the annual report to the DNI on the 
__ use of classification markings. _ 


Organization’s classified disseminated analytic product (ns defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product) 
originally marked ORCON. __ ' _ 


44. Enter PERCENTAGE of your organization’s classified disseminated analytic products originally marked 

ORCON. 

44. 

0.00% 

45. Enter TOTAL NUMBER of your organization’s classified disseminated analytic products originally marked 
ORCON. 

45. 

0 

46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in full. 

46. 

0 

47. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in part. Provide 
explanation for partial denial in part J below. 

47. 

0 

48. Enter the number of ORCON expanded dissemination requests DENIED. Provide explanation for denial in part J 
below. 

48. 

0 

Organization's classified disseminated analytic product (as defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product) 
originally marked ORCON-USGOV. 

49. Enter PERCENTAGE of your organization’s analytic products originally marked ORCON-USGOV. 

49. 

0.00% 

50. Enter TOTAL NUMBER of your organization’s analytic products originally marked ORCON-USGOV. 

50. 

0 


51. Provide TOTAL NUMBER of reports of potential misapplication ofthe ORCON marking. Provide background 51. 

information on each occurrence in Part J below. _ 

52. Has your organization been NEGATIVELY IMPACTED by information being marked with ORCON or 52. 

ORCON-USOOV control marking? If yes, provide explanation in Part J below. _ 
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DOT: Department of Transportation 


,_ PART J; Explanatory Comments _ , ___ 

Use this space to elaborate on any section of this form. If more space is needed, provide as an attachment to this form. Provide explanations for 
any significant changes in trends/numbers from the previous year's report. _ 

The totals for lines 19,20,21, and 22 include a combination of actual derivative decisions and estimated derivative decisions. The 
Federal Aviation Administration (FAA) used an 8-week time frame to conduct a sampling and multiplied by 6.5. The rest of the 
counted decisions made by the Department of Transportation (DOT) represent actual counts of derivative decisions. FAA an 
estimated 1,637 TOP SECRET derivative decisions, an estimated 2,099 SECRET derivative decisions, and an estimated 193 
CONFIDENTIAL derivative decisions. The remainder of DOT made a combined 75 TOP SECRET derivative decisions, 59 
SECRET derivative decisions, and 0 CONFIDENTIAL derivative decisions. Documents used to account for the above totals include 
Daily Intelligence Summaries, Executive Intelligence Briefs, Intelligence Fliers, CITE Watch Notes, Travel Security Briefings, and 
emails. 

There was an approximate 41% mcrease in derivative decisions made in FY17 compared to FY16. The increase is based on an 
increase in intelligence analyst staff and an increase in the number of security briefings created for aviation partners. 
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